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EXECUTION VERSION

RELEASE OF TRADEMARK SECURITY INTERESTS
dated as of March 10, 2011 (this “Release”), by J.P. MORGAN
EUROPE LIMITED, a United Kingdom bank, located at 125
London Wall, London, United Kingdom EC2Y 5AlJ, as security
agent (in such capacity, the “Security Agent”), in favor of NDS
LIMITED, a corporation incorporated in England and Wales,
located at One London Road, Staines, Middlesex, United Kingdom
TW18 4EX, United Kingdom, and NEWS DATACOM LIMITED,
a corporation incorporated in England and Wales, located at One
London Road, Staines, Middlesex TW18 4EX, United Kingdom.
Capitalized terms used herein and not otherwise defined shall have
the meanings assigned to such terms in the Facility Agreements,
the Intercreditor Agreement, the Intellectual Property Security
Agreement, or the Short-Form Intellectual Property Security
Agreement, as applicable, referred to below.

A. Reference is made to (i) the Senior Facilities Agreement dated
August 14, 2008, as amended and restated by amendment and restatement agreements
dated January 26, 2009, and February 18, 2009 (as amended, supplemented or otherwise
modified from time to time, the “Senior Facility Agreement’), among NDS Finance
Limited (the “Company”), J.P. Morgan plc, Morgan Stanley Bank International Limited,
BNP Paribas, Lloyds TSB Bank plc and The Governor Of The Bank of Ireland as
Arrangers, J.P. Morgan Europe Limited as Facility Agent and Security Agent, JPMorgan
Chase Bank, N.A., London Branch as Issuing Bank and the Original Lenders listed
therein, (ii) the Mezzanine Facility Agreement dated August 14, 2008 as amended and
restated by amendment and restatement agreements dated January 26, 2009, and February
18, 2009 (as amended and/or restated, supplemented or otherwise modified from time to
time, the “Mezzanine Facility Agreement” and, together with the Senior Facility
Agreement, the “Facility Agreements”) among the Company, J.P. Morgan plc and
Morgan Stanley Bank International Limited as Arrangers, with J.P. Morgan Europe
Limited acting as Facility Agent and Security Agent and the Original Lenders listed
therein, (iii) the Intercreditor Agreement dated as of January 28, 2009 in relation to the
Facility Agreements (the “Intercreditor Agreement”’) among the Company, NDS Group
Limited, the Obligors set forth therein, J.P. Morgan Europe Limited as Security Agent,
Senior Agent and Mezzanine Agent, NDS Holdco Inc. as VLN Security Trustee, the
Senior Lenders, the Mezzanine Lenders, the Intra-Group Lenders and the Vendor Loan
Note Holder, (iv) the Intellectual Property Security Agreement (the “Intellectual
Property Security Agreement’) dated as of April 28, 2009, among NDS Limited and
News Datacom Limited (each of NDS Limited and News Datacom Limited a “Grantor”
and, together, the “Grantors”) and the Security Agent, and (v) the Short-Form
Intellectual Property Security Agreement (the “Short-Form Intellectual Property
Security Agreement”) dated as of April 28, 2009, among the Grantors and the Security
Agent.

B. Pursuant to the Facility Agreements, the Intellectual Property
Security Agreement, and the Short-Form Intellectual Property Security Agreement, as
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security for the prompt and complete payment and performance in full when due
(whether at stated maturity, by required prepayment, declaration, acceleration, demand or
otherwise, including the payment of amounts that would become due but for the
operation of the automatic stay under Section 362(a) of the Bankruptcy Code) of all
Secured Obligations at any time owed or owing to the Secured Parties (or any of them),
each Grantor pledged, assigned, transferred and granted to the Security Agent, for its
benefit and the benefit of the Secured Parties, a continuing security interest in and Lien
on all of its right, title or interest in, to and under all Intellectual Property Collateral,
whether then owned or existing or thereafter acquired or arising, including among other
things, each Grantor's right, title, and interest, in, to and under:

(1) the Trademarks and Trademark Licenses to which each Grantor
was a party, including those referred to on Schedule I hereto, and
all goodwill of the business connected with the use of, and
symbolized by, each Trademark and Trademark License;

(i1) all reissues, continuations or extensions of the foregoing; and

(i)  all proceeds of the foregoing, including any claim by the Grantor
against third parties for past, present, future (x) infringement or
dilution of any Trademark or Trademark licensed under any
Trademark License or (y) injury to the goodwill associated with
any Trademark or any Trademark licensed under any Trademark
License.

C. The Short-Form Intellectual Property Security Agreement was
recorded with the United States Patent and Trademark Office on May 14, 2009 at
Reel/Frame 003987/0546.

D. In connection with the termination of the Commitments under the
Facility Agreements and the payment in full of all of the Loans and other Liabilities, and
the release of security interests under the Transaction Documents and the Transaction
Security Documents, the Grantors have informed the Administrative Agent of their desire
to obtain the release of all right, title and interest of the Security Agent, the Secured
Parties and each other grantee or beneficiary in and to the Intellectual Property Collateral
and Trademarks granted under the Intellectual Property Security Agreement and Short-
Form Intellectual Property Security Agreement.

Accordingly, for good and valuable consideration, the receipt and
sufficiency of which are hereby acknowledged, the Security Agent does hereby release,
relinquish and discharge any and all of its continuing security interests in and Liens on in,
to and under the Intellectual Property Collateral, including the Trademarks and
Trademark Licenses set forth on Schedule I hereto, and reassigns all right, title and
interest it has in the Intellectual Property Collateral, including the Trademarks and
Trademark Licenses set forth on Schedule I hereto, to the Grantors. The Security Agent
agrees to make filings with the United States Patent and Trademark Office and other
necessary filings, in each case reasonably requested by the Company or the Grantors and
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at the expense of the Company or the Grantors, to evidence the release and termination of
the Security Agent’s security interests in the Trademarks.

THIS RELEASE AND THE RIGHTS AND OBLIGATIONS OF THE
PARTIES HEREUNDER SHALL BE GOVERNED BY, AND CONSTRUED AND
INTERPRETED AND ENFORCED IN ACCORDANCE WITH, THE INTERNAL
LAWS OF THE STATE OF NEW YORK (INCLUDING, WITHOUT LIMITATION,
SECTIONS 5-1401 AND 5-1402 OF THE GENERAL OBLIGATIONS LAW OF THE
STATE OF NEW YORK), WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES THAT WOULD REQUIRE APPLICATION OF ANY OTHER LAW
AND SHALL BE BINDING UPON THE SECURITY AGENT'S REPRESENTATIVES,
SUCCESSORS, ASSIGNS AND TRANSFEREES.

[The remainder of this page intentionally left blank]
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IN WITKESS WHEREOF, the Security Agent has caused this Release of
Trademark Security Interests to be executed and delivered by its duly authorized officer
as of the date first set forth above.

I.P. MORGAN EUROPE LIMITED, as
Security A genf;,
b f -

i fé ane/’b"f:,
By
Namk” 7 | koRENCE M ANGRE AN
Title: JicE — Peesi DENT
By
Name:
. Title: e

Signature Page to NDS Trademark Release
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SCHEDULE |

‘Copyrights

Norie
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SCHEDULE II

See Attached,

774776.01-New York Server 5A - MSW
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Annex A

NDS Granted Patents, Published and Pending

Wednesday, March 04, 2009

. NDS Limited .
9612 NDS Limitod
PIGITAL VIDEO BROADCAST SYSTEM - ‘

Transmission synchronization and bandwidth sdjustment in a broadeast system sre described. At least one service fool
i tha broadcast system supplies semvice information usefut for selecling, from a series of broadcast events,
broaduast events o be viewed by subrscribers of the broadcast system, A conditional access (CA) unit in the brosdeast
system appiies consiifional eccess altributes to the serles of broadcast evants. Transmission syrchionizing eppamtus
I the broadcast system synchronizes the GA"unit and the et least one service too! by instructing the CA unitfo
biackout a particular event from the series of broadcast events to subscribers that are jefused access to the pesticutar
ovent and instrucing the at least ene service tool to provide & replacement servie to the subsciibers that are refused
ac0oss to the particular event. Allematively or addltionally, the fransmission synchronlzing epperatus adiusts
wansmission bandwidih allocated to the series of broddeast events in response to Instructing the GA unit to blackout the
particilar event to subscribers that are refused access fo the particulér evert ang Instructing the at least ona service
tool to provide the replacement semvico to the subscribers that are refused uccees to the particular event, Retated
apparatus and method ore also degotibed. ,

‘Appllclmﬁun Number - Publication Number  Patent Number Exbiraﬁcnbab

Us " Granted 09/171,323 _ 6,772,435 15-Apr-2017
P-D0B-CIP ' ' " NDSLimited
SECURE DOCUMENT ACCESS SYSTEM . :

A method for downloading & document via a communications medium operatively assoclated with a communications
fnterface, the method ncluding recelving the document from the sommunications medium, placing an fformeation
storage smart card In removable operative asseclation with the cormmunications interface, and conxiitionalfy transmitiing

the document from the communications Interface o the information storaga smazt card and stering the document in
‘the Information storage smart card, Othsr related methods and epparatus ars also provided.

Application Number Pubfication Number  Patont Number  Expiration Date

Us CiP1 Granted 09/115,489 6,208,441 . 20-Jan-2015
P-013 ' : NDS Limitad
THEFT PREVENTION SYSTEM

This Invention discioses a vehicle thift prevention system which Is opsrative to communicate with a central control
station that transmits contro signals o the vehicle, the system inckiding an antenna, a recelving unit coupled to the
-antenna and operative to receive, via the anfenna, the contro! signals transmitted by the centra! cantrot station, and a
prucessor which [s operative to apply interfarence to operation of at least one critical engine component in the vehicls
after an intemsption in reception of the control signals &t the receiving unit. A method of preventing a theft of a vehicle-

S - Appficalion Number . "Publication Number  Patent Number  Expirafion Date
us -~ Granted 08/897,013 : 5,939,075 18-Jul2017

 TRADEMARK
REEL: 004506 FRAME: 0337



POt o o NDS Limitod
INTELLIGENT ELECTRONIG PROGRAM GUDE , A

A subscriber unit for use In a tefevision system including a television nefwork and transmitting apparaius for
transmitting program schedule information, the subscriber unt inchiding a receiving unlt for receiving the program
schedule information, a profile storage unit for storing et least one viewer preference profile of at least one télevision
viewer, an inteliigont agent for customizing the program schedule information based, at least in part, on the viewer
preference profile, to produce a program guide including customized program scheduls Information, and display

Application Number  Publication Number  PatentNumber  Expiration Date

us ' " Grantsd 081242,871 : 8,657,028 30-Jun-2018
Us D Pending e : ' I0-Jun2018
P-018 B - NDSLimited
_ SYMBOL DISPLAY SYSTEM S :

This (nvention discloses a symbol-display subscriber unit for use with a broadeast cystem, the broadcast system

" . Inchuding & headend and a hetwork opsrative to fransmit a composite signal from the headend to 8 reultiphicity of

subscriber units, the composite sigincloding an encoded broadcast signal enceded In accordance withs a plurality of

control words (CWs) and a plurality of encryption controt messages (ECMs), oach of the plurality of ECMs being

* assuciated respectively with one of the plurality of CWs and Inclding CW generating Informeation, the muitiphcity of
subspriber wits Including et least one sakd symboldisplay subscriber unit, sald symbol-display subscriber unit
including; a receiver receiving the composite signat fiom the network, securlty apparstus In operative sngagement with

_the receiver, the secuity apparatus reseiving each of the pluraity of ECMs from the recsiver and genéraling the
asgocieted CW from the CW geereting information comprised within each sald ECM, and & decodsr for decoding the
encoded broadcast signal for display on a display device, the decoder receiving the encoded broadegst signal from the
receiver and receiving the CW from the security apparatus, wherein the secustty apparatus supplies symbol display
“information to the decoder, and the decoder provides a symbot to the display device for display thereon, the symbol
being based, at least in part, on the symbo! display information. A method for producing a symbe is also disclosed.

Application Number Publication Number  Patert Number - Expiration Date:

Cus - - Granted 09/341,075 ~ 549,103 ©  02Now2018
p-021 ' . NDS Limited
VIEWER INTERACTION FEEDBACK METHOD AND SYSTEM FOR USE WITH AN INTERACTIVE
TELEGOMMUNICATIONS SYSTEM

A viewer response method for use with an interactive tafecommunications system. The viewer response method

includes accumulating a user interaclion history of a user of the system, the user Interaction history including user
_ Interaction information associated with a plurziity of user interaction events and providing user-sensibie feedback,
- .based at least in part on the user Interaction history.

B

Application Number ‘Pubjication Number  Patent Nwnber | Expiration Date

Tus . Granted 00089717 6,581,398 03-Jun2018
US  C1  PendogOA 10637892 200400049755 ' 03-Jun2018
TRADEMARK
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P22 I NDS Limited
INTERACTIVE GAME SYSTEM :

A gaming method for wse with an Interctive game which Ts played st e player unit having an interface device which s '
coupled 1o a television and to 2t least ene communication network, The method includes displaying, via the interface
davice, the interactive game on the television, capturing a piciure of a player, transferring the pichwe of the player to a

headend, processing the picture of the player 1o create an mvatar of the player, electronically essimiafing the avatar
Into the interactive game, and enabling the player to interaclively play the inferaciive game by controling the avatar
via the at leest one commumication network. In another preferved embodiment, a gaming method is provided for ¥se
with dn interactive game In which, t g first player unit, a first interface device is coupled to a first tefovision and to a
communication network, and at a second piayer unit, a second intesface device 1§ coupled 1o & second television and to

the communication network. The method incudes displaying, via the Tirst and second interface devices, the interactive

game at the first end second televisions, and enabling a first player, playin at the first playet unkt, and a second
player, playing =t the second player urit, to piay alng with the inferaciive game by compoting each against the other
via the communication network. ’ o .

Application Number Publication Number  Patent Number  Expiration Date

Us o Granted 08/242,78% . 90100163 8,221.974 14-Jun-2018
P23 NOS Limited
DISTRIBUTED IRP

A subscriber unk In a television system Including an integrated recsiver antd decoder {IRD) including a first smart card
reader which is operative to accept a first sment casd, and 2 remote control including & sacond smart card reader which
i operative to actept a second smart card. The first smart card and the second smart card, when inserted inthe
comesponding Tst and second smart card readsrs respociively, are operative %o communicate with each other in
witeless communication over & wireless communication tink to conirol access fo services.

Application Number  Publication Number  Patent Number Expiration Dater

us Granted 007188,852 , 6424047  21-Sep20i8
P-024 NDS Limfted
DIGITAL GUITCH DETECTOR - 4

~ Amethod for detecting glitches in video signals, inclirding the steps of humaniessly sarpiing pattem nformation from
2 frame of yideo signals, the frame belng characterized by known paltem Information, comparing sampled pattem
information from the frame to the known pattern informafion, and &tectlng a gitch i the sampled peteminformation
differs from the known pattem information. ) o

’ Application Nimber Publication Number  Patent Number Expiration Date
uUs Granted 08/130,574 6,285,995 07-Aug-2018

P25 - NDS Limited
KEY DELIVERY IN A SECURE BROADCASTING SYSTEM

" A kay delivery method for vse In an encoded commiunicalions system in which at least one encoded Fem lncluding @
first ftem encoded wih @ first Iterm conirol word Is sent in a communication stream from a sender fo @ recelver, the-
method Including trensmitting an ttem entitiement conrol message (ECH) including tem control information,
transinitting a stream entittement conlrol message (SECM) including siream control Information, and combining 2t least
part of the ftem control information and at least part of the stream control Infornation to prociuce the fivst item control

word. Related methods and apparatus are also disclosed, :

' , Appiication Number Publicetion Number  Patent Numbor  Expiration Date
us Granted 007244607 . BEEI561. - 04Feb2019
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- P02 ‘ C NOS Umfed -
PRUTECTION OF DATA ON MEDIA RECORDING DISKS ’
This invention discloses a secure recording medium having at least one of audio, video and software content,
comprising a plurality of mexiia recording disks (DVID's) with a disk security chip embedded In each the DVD, sach the
disk chip comprising a security key, wherein at {east two of the DVD's have different disk security keys. A method for
protecting access to content recorded on-a redia recorting disk (OVD) Is also disdosed. - -

Application Number Publication Number  Patent Number  Expliation Date

us Grantsd 00376334 , 781470 0B-Jan2019
us  ci Gransd . 11E8ATY 2006106724 T8N 13@92019
s e Pe@m C ime0nzs . 20080101602 ' : 16-M9-201? '
u's (1] P;andmg 11978086 | 200810069355 . | lfm'g»aow
.p.uzs - _ . S NDS Limited
ELECTRONIC GAME GUIDE SYSTEM :

.A gaming guide method including providing frst gaming gukie informatien from a television nefwork and second garming
guide informettion from a computer based communicetion netwotk, and displaying simultapeously at lsast a portion of
the first gaming guide fformation and at east @ portion of e sacond gaming guide infopnetion.Relsted apparstus and
mathods are also described. ’

Application Number Pubfication Number  PatentNumber Explration Date

us Granted 09/244,198 ) ’ 6,512,338 04-Feb-2019
P02y - , ' NDS Limited
CONTEXT SAVING SYSTEM :

A method for perforrming a computation iask In 8 securs processor removably operatively associated with a host
including a memory external to the secure processor, The method includes computing a portion of the fask i the secure
processor, obtaining a seting representation of settings of processing components of the secure processor at the end

of the computing step, transmitting the setting representation to the wxiernal memory, retrieving the sefling
representation from the extemal memory, providing the seffing representation to {ha seure processor, ard resurting
computation of the task In the securs processor by employing the setting represeqtaﬁon. .

, o Application Number  _ Publication Number  Patent Number  Expiration Date
us - Granlsd ' 09/316.258 - C - 6,668,326 21-Mey-2019
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- P032 NOS Limited
ANTIPIRACY SYSTEM ’ ' .

This Invention discloses an anti-piracy system Inciuding video representation signature apparatus for computing a

. Forbidden signature of a forbidden video representation, comemunication apparatiss for communicating the forbidden
sigralure to @ playing device, #nd a playing device adapted to receive and play back a recorded video representalion,
the playing device including reception apparatus for recsiving the forbiiden signalure communicated by the
communication epparatus, rscorded video representation signature apparatus for computing a signature of the recorded
video representation, and playback control apparvtus operative to prevent playback of the recored video
representation if the computsd signature of the recorded videa representation matches the forbldden signature

Application Number  Publicstion Number  Patent Number  Expiration Date
us . Grantsd 0948170 . 8ABSSTO 04-Mar-2019

P33 : NDS Limied
SYSTEM FOR DETERMINING SUCCESSFUL RECEPTION OF A MESSAGE o
A method for delermining that all of a scrambled message has been successfully received, the scrambled message
being scrambled in accordance with a serambling key and being capable of being descrambled in actordance with &
descrambiing key, descrambling key generaling information for generating the descrambling key belng included within a
control iessage (ECM) essocialed with the scramibled message. The method includes providing a seramblad message
- scrinbled in accordance with a scrambling key, gensrating an unmodified ECM including descrambling key generating
information for generating a descrambling key for descrambling the sorambled imesssge, generating a first derived
value bassd on the scrambled message using a first vaiug dorivation function, applying a first modification function to .
the unmodified EGM, the first modification function belng based, at least in part, on the first derived value, thersby
producing a modified EC, fransiitiing the scrembled message and the modified ECH to & receiver, and performing, at
the receiver, the following staps: generating a second derived value based on the received strambled messege using a
second value dervation function, applying a second modification funclion to the modified ECM, the second
modification function being based, at least in part, on the second derived value and being an inverse of the first
modification funclion, therehy producing the unmodified ECM, and employing the unmeditied ECM to determine that all
of the messags has been successfully received, Releted apparatus and methods ere also providad,

Application Number . Publication Number  Patent Number  Expiration Date

us . Granted 08/728,824 200100422 . 6,846,051 20-Feb-2020
us G ‘Gunied | 11/000,254 2005100164 7447316 . 20-Feb2020
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P-034 NDS Umited
ADVANCED TELEVISION SYSTEM

A digital felsvision recording method cemprising: broadcasting  tefevision program assoclated with 8 broadcaster set of'
parsmeters enabling access to a first set of predetermined portions of the program; operating an agent for determining

whether to record the program and for associating with the program, upon recording of the progrem, an agant 3ot of

parametars enabing sccess to a second set of predetsrmined portions of the prograny; storing the program together with
the broadcaster set of parameters and the agent set of paramaters {o generaie an addressable progray; retrieving at

least a portion of the addressable prograim; displaying the st least 8 portion of the addressable program to a user;

receiving from the user a user set of parameters enabling access to a third set of predetsmined portions of the

addressable program; editing the addressable program {o include the user set of parameters ensbling access to the tind
56t of predstermined portions of the addressable program thereby genevafing an edited addressable program; and

Application Number Publication Number  Patent Number  Explration Dato

us PendingOA  08/615,118 © 23-un201e
us Ci ‘Pending OA 'mses.zss 20070067800 23-Jun-2018
us' o Pending 121152,551 200810212949 - -
P-037_ | . | NDS Limited
TIME DEPENDANT AUTHORIZATION ,

A methosd and apparatus for controlfing access to broadcast transmissions comprises a subscriber unit for ves with a

headend (15) which mray transmilt encoded programs to a pluraliy of subscriter units (25) via a salelite, cable or

conventional wireloss tenestrial broadcast television nefwork (10). The subscriber unit Includes & aet fop box (STB, 30) a
televiglon (35) end a removable security element such as a smart card (40} which is engageable with the STB. The §T8
incorporates a processor (119,figure 2) which may be programsmed by a user fo define at Joast one presslecied time

perfod whien decoding of broadcast transtisslons is disablad, During fime periots in which viewing is suthorised,

. broadcast programs may be decoded tixler control of the smart card. Altsmatively, the time period selected may

comespond to  duration withjit which program decoding Is epabled, whilst at 2 uther times docoding T preventsd.

Application Number  Publication Number  Pafont Number  Expiration Date

us Granted . 08432668 7,149,309 02-Nov-2020
P38 : NODS Limited
SECURE COMMUNICATIONS SYSTEM ,

_ AXey distribution method for distributing, via & communications network, & ey in a mullicast communications system
in which each one of a pliralily of communications s, directed to an associated multicast group including a plurality of
recipients intended te receive the one communication. The mettiod Includes providing a pluraiity of implemented key
distribution methods, dynamically chovsing one implemented kay distribution methiod of the piuraiity of key distribution
methods, and distibuting at least one key using the one implementad kay distribution method. Relaled apparaius and
mathods aie alsc provided. - . .

. : Apphication Number Publication Number  Patent Number  Expiration Date
Us . ~ Granted 098/414,061 ' 6,629,243 0702019
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P-039 NDS Lirmited
REMOTE ADMINISTRATION OF SMART CARDS FOR SECURE ACCESS SYSTEMS ;

A method for remete administration of 2t jeast one smart cand via a communication relwork s descibed, The method
Includes the steps of assoclating the at Isast one smart cand with a remote administrator by storing administrater”
identification information of the semote administrator in the at least one smart card, Inserting the at least one smart card

In at least one user unit, smploying the adminisirator ientification nformation stored in the at least ong smart cand to
Kentfy the remote administrator associated with the af Teast one smart card, and establishing communication.betwest
‘the at least one smat vard end the Tentols administrator via the communication network in accordance with the
administrator Identification information. BT )

Application Number  Publication Number  PatentNumber  Expiration Date

us - Granted ' 09/415,957 ) 6,954,856 ° 08-0ct-2019

us Dt PngOn SR z0502672 oo 2018

U D2 Peng  TIRIBTET 200710169183 . ocsockante

US B Pendig 11/318,788 20080107038 08.0ct2019

o : o NDS Limited
SYSTEM FOR BITSTREAW GENERATION -

A bitstroam gensrator including & plurality of finear foed shift registers (LFSRs) operative to generate a bif stream and
Including: at least a first LFSR operative, when assigned as a generator during a first timo period nchuding ot least one -
. clock cycle, to provide an output bit in each clock cycle within the first tiwe period, and at least a second LFSR,
operative, when assigned a5 an assignor during the first fime period, to provide in each slock cycle an output bit for
* detanmining assignments of at least some of the plurally of LFSRs for a second tims period following the first time
pefiod, the assignments including assignment as a generator, and assignment as an assignor, and a first combiner
operative o combine output bits from all ofthe at Jeast a first LFSR being assigned s generalors thereby to produce
during each clock cycle B single ouiput bt which Is provided to the bit stream.Relsted apparatus and methods are afso

Application Number Publication Number  Patent Number  Expiration Date

us Granted 9i6M, 777 . §,785,380 18-0¢-2020 -
S PD : . : NDS Limited
AUTHENTICATION TECHNIQUE

In a method for verifying, by a verifier, that & prover has access to a private key associated with o public key Kp, In
which the method comprises the prover generating a random number R ahd communivating a disguised form of the
random number R to the verifier, an Improvement intiuding the prover generating the random number R based on an
Input received from the verifier. . . ]

: Application Number’ .Publication Number  Patent Number AE.xpiraﬂanate
us : Granted -087480,231 : ‘ ) - 6,869,322 10-Jan-2020
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ipad ' o NOS Limitod
WATERMARK SYSTEM . : . -

A meth6d for examining an electronic representation of an fem for a watermark, the method inciuding examining at

least a first electronic representation of an item for a watermark in accordance with a first watemmark definition,

repelving a signal indicating that & second watermark definfion is to be used for examining elecironic representations,

and examining at least a second elsctronic representation of an i for @ watermark in accordance with the second
watermark definiiion. Related apparalus and methods are glso provided, ' .

" Application Number ~  PublicationWumber  Patent Number  Expiration Date

us - Groned 0544704 : ‘ : 7,007,165 07-Apr-2020
us o Granted 111053,407' o | | ‘ 7200751 . O7-Apr2020

Us c¢2 ~ Pemding " 11/596,157 2007061585 | 07-Apr-2020

P48 | ' ' .' " - msumd‘

KEY MANAGEMENT FOR CONTENT PROTECTION

A mathod for content acoess control operative to enable authorized devices to access protected content and fo prevent
wirauthorized devices from accessing protected content, the method comprising: providing a plurality of authorized

devices; dividing fhe plurality of authorized devices nto a plurality of groups, each of the plurality of authorized

dsvices being comprisad in st least one of the plurality of groups, no two devices of the pluraiity of authorized devices

being comprised In exaclly the same groups; detenmining whether at least ons device of the pluraiity of authorized

devicas is fo be provented from having acoess to the protected content and, if et least one devive 1 to be prevented,

removing all groups comprising the at least one device mcrm ngfm’lr?{:: pwdudn&:hscatmofmm?ge

groups; and determining an authosized et comprising groupe gt of Bmalning groups, € BVi

of the plurality of authorized devices which was not detesmined, i the determining whether stap, to be prevented from

having access Is comprised in at least one group of the authorized set, ) :

Appiication Number  Publivation Number  Patent Number  Expiration Date

Qs Grenied 09/502,867 ' 6,080,081, . 11-Febzozo
us | ¢ ~ Granted . 11/056,103 7,188,242 19-Jun-2020
vs D1 “Grantsd 11/060,110 ' 7,263,511 11*»2@ :
us D2 Grented e 2008025517 . 7.?82;684 11.E60:2020
Us  D2ct  Pending - 12072804 | | 2000022686, o 11-Feb-2020-
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P-049 _ NDS Limisd
COMMUNICATION MANAGEMENT SYSTEM

A comminication session management methed for providing a transmission seivice having a plurality of service
levels, each service level being associzled with a separate quailly-of-service (QOS), the methed inciudiing preparing
data for transmission et one of a pluraiity of service levels by uniquely asseciating & service-level encrypfion key o
form encrypled data uniquely associated with the one of the plurality of service-levels, and transmitling the encrypied
data uniquely assuciated with the one of the plurality of seivice-levels to users enliied to the one of the plurality of
sorvico-fevels, The dala may nolude audio, video, multimedia or 'On-demand’ data.

Application Number . Publication Number  Patent Number - Explration Date -

us Grned  0AT21053 : 7058802 16-Mey-2023
P-OK0 ' ' . NDS Limited
PORTABLE TRANSACTION DEVICE ' : ,

A portable trangaction device including transaction apparatus operative to participate in a monetary transaction,

authorization apparatus operstive to authorize the transaction epparstus to operate based un stored authorization

parameters, and contra] apparatus opsrative Yo store the stored authorlzation parametess based on user input. The

stored authorization parameters include at least one of the following: an identRy of a user, a fime period, and a distance.
Related apparatus and methods are also provided, ’

Application Number  Publication Mumber  Patsnt Number  Expiration Date

us Granted 06/490,540 , 7,013,203 25-Jan-2020
P51 : NDS Limited
CONFIGURABLE HARDWARE SYSTEM :

A method for reconfiguring a circuit configuration of a configurable hardware device via & communication network, The
method includes tranamitiing via the communication network from a hardware configuration provider unit o the :
configurable hardware device a clicult reconfiguration of the conflgurable hardware dovice it response o a request from
" a user of the configurable hardware device to recanflgure the configurable-hardware device, implementirg the oircult

- reconfiguration of the configurable hardwars device thereby reconfiguring the configurable hardware device and
providing a reconfigured hardware device and bilfing the userin response to a determination of correct operation ofthe
Teconfigured hardware device. A user unit in a communication network is aleo discicsed.

. i Application Number Publication Wumber Patent Number  Expitafien Date
us Pending OA 10/332,868 ) 2004/0016002 03-Jun-2021

P-052 . : . NDS Limited
BYSTEM FOR DATA STREAM PROCESSING

A method for processing a data stream including recelving a transport stream (1'S), sloring at least a portion of the TS,

the a least a portion of the TS having & beginning and inciuding & plurality of TS patkets, detsrmining, from among the
- plurality of TS packets, at least one TS packet including a candidate access polnt, stodng in an index store a byle

oifset of the candidate access point; end storing in the index store @ pluraiity of indications of byte offset, each byte
- offset being associated wRh an arival time of a received TS packet.

- Application Number _ Publication Number  Patent Number Expiration Date

us " Granted 09/574,086 : U Ta0e7a 1B Mey-2020
Us  C1 . Alwed - HaBAAsS . o S 18:Mey-2020
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P56 NDS Limitsd
TRANSFERRING ELECTRONIC CONTENT

A method and apparatus for ransferring electronic content, The method and apparatus Include providing stestronio
content to & first user, providing the first user with a key packet, the key packet including a decryption key and content

rights information, trenefering the electronic content and the key packet from the first user to a second User and
rendering rights of the first user io the elactronic content unusabie upon transker of the elsclronic contant and e key
paoket from the first yser to the second user. . )

. Application Number * Publications Number  Patent Number  Expiration Date
us . Cramed . fomenrar 2004030898 - 757552 24002020

Us o Pending 126005590 2008/0148089 - 16-Dec-2022

POSS ' ‘ NDE Limited .-
DIGITAL CONTENY DELIVERY SYSTEM AND METHOD

A sysiem and a method for fiexible, yet secure distibution of digtal content Rems; optionatly with an evtomatic '
payment mechanism for purchasing such content, The present invention supports the distrbution of content to end user
devices from a central distribution point (320), as In client-server models and variations thereof, and/or peer-to-peer
distibution, for exartyple between end user devices {310). In addition, the present invention also suppoits distribution
models within either of these mechanisms for unitary distribution, to a specifiad end user device, or broadcastmuiticast
distribution, to a pluralily of end user devices. In eny cass, In order for the distributed content to be operative, for
exarmpis to be "played back” or otherwise displayed, the reciplent and user device (310) must be in communicztive with
a network control center (248), The network control center then énables the recipient end user device to play beck or
otherwise display the received conteit, for example by sending a code to the reciplent end user davice. Optionally, the
. nelwork controf center may require payment fo be recelved before snabiing the content for the recipient end user
dovice, Thus, the present Invention supports flexibie distibution of content according to @ number of different
distribution models, while stil preverting unauthorized play back of ofher display throughout the lifecycle of the digRal
content tem, ard optionally erabling assured payments. .

Application Rumber Publication Number  Patent Number  Expiration Date
‘s M Pending 12H5D,748 2008/0205640 o 04-Jan-2621

P-058 NDS Limfied

ADVERTISEMENTS IN AN END-USER CONTROLLED PLAYBACK ENVIRONMENT

This Invention discloses a method for displaying advertisements transmitied to & user unit, the method Includes
receiving, at the user unit, at least one advertisement tagged with a delay fag indicafing whether display of the at least
one advertisement cah be deleyed and only fthe delay tag aliows delaying dispiay of the af lsast one adveriisement,
storing the at least one advertisement at the user unk, retrieving the at least one advertisement and displaying the at
least one advertisement. A billing system for reporfing a commercial broadcast to a8 multiplicity of users s also

Application Number  Publication Number  Patent Number  Expiration Dato

us Omnted ' 09814747 7340760 - 14-Jan-2021
US D1 PendingOA 12006402 20080100842 14-Jan-2021
Us Bz Pemcing0A  f2006382 - zo0e0tzvast ta-don2021
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P-069 ’ .
DYNAMICALLY SHIFTING CONTROL WORD

A method for generaling a plurality of contral words, each control word condrolling access fo an object. The method
includes providing a control word packet (CWP), genesating a first control word (CW) from the CWP, providing a secund
CW generation input and producig a sscond CW based, at least in part, on beth of the following the first W and the

second CW generation input. Control word generating apparatus for generating a plurality of coniro! words is slso

NOS Limited

Application Number Publication Number  Patent Number  Explration Date

us Grantsd 100181,982 200097188 7397918 16May2m
us ot Pendng . 12150401 20080240431 © 1EMay-2021
PO7Y ' . NDS Limited

SECURE DIGITAL CONTENT DELIVERY SYSTEM AND METHOD OVER A BROADGAST NETWORK

‘A system and 2 method for secure distibution of digital media.content through a packet-based network such as the

-Inteimet. The security of the present invention does not require one-to-one key exchange, but rather snables keys,
arwd/or informeation required in order 3o build the key, to be broadcast through the packet-based network, The digltal
media content is then also preferably broadcast, but cannot be accessed without the proper Key. However, preferably
only authorized end-user devices are able to access the digital media content, by receiving andfor being able 1 socess
ihe proper key, Thus, the present invention i useful for other types of networks in which dighat media content i more
oaslly broadeast rather than unicast, in addition to packst-based networks. .

Application Number PublicationNumbsr  PatentNumber  Expiration Date

vs Pondg OA 107258457 2004101138 22:May-2021
pors | . NDS Lirited
UNIGASTAMULTICAST ARCHITECTURE <

A systern and method for providing content to users including a multicast sub-system providing content fo multiple
users and a unicest sub-system providing content to individual users, The mulicast sub-system belng operative b
push to gach of a plurality of user communities, content relating to the community and the unicast stib-system being
operative to provide on demand f0 a user, content which has not been previously pushed to the user. )

: Application Number . Publication Number  PatentNumber  Explration Data
us Pending 101297 806 200410042479 19-Jun-2021

NDS Limited

PO, : '
TE SHIFTED INTERACTIVE TELEVISION

o . Application Number *  Publication Number  PatentNumber ExplrationDate -
US' PondingOA  10/267,453 . osmtessz | 21hun-2021
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P-080 : . NDS Limited
SYSTEMAND METHOD FOR PRE- ENCRYPTION OF TRANSMITTED CONTENT

A system and a method for the creation and ransmission of “pre-encrypled” digital content, which s enciyptad before
being placed on a distributed media transmission server. Preferably a plurality of such servers are used, for exampie in
order to be able to place such a media transmission server in physical proximity {o the end user client, whether in
terms of geographical proximity or proximity through the netwosk. Use of a plurafity of transiission servers also
optionally snables the media content to be transmitted flexibly, acconting to tha regquest of the end user through the end

Appiication Number  Pubfication Number  PatentNumber  Expiration Date
Us Granted 10/344,139 . 2003188154 7333610 . 10-Aug-2021

P-094 ' NDS Limited
METHOD AND SYSTEM FOR CONTROL OF BROADCAST CONTENT ACCESS :

- Amsthod for controfiing access to content, Including preventing access to content that correspants to a blacked out
_eyent, untll at least one of a time criterion and payment critsrion is met. Rnlaicdmethodsandappagahsamaho

Application Number Publication Number  PatentNumber  Expiration Date

us ' Allowed 10/182,630 ‘ 200310126504 24-Dec-2021
P-098 T - » NDS Limited
HAGKING PREVENTION SYSTEM

A get-top box (STB) in a subgcriber unit of a combined digiel television and cormmunication system is described. The
ST8B includes # controfler and a quadrature amplftude modukation (QAM} baged tuner operatively controlied by the
controlier tv selectively enable shared use of the QAM based tuner bstween the following two funciions; tuning to 8
digital television frequency; and providing a downrstream cable-modam link, Refated apparatus and wethods are also

" Application Number Publicetion Nunber  PatentNumber  Expiration Date

us  Granted 10680413 - 2006213408 7AW 24-Aug2022
P09 . ' ©. NDSUimitog
ANONYMOUS ORDERING SY o

In a pay-per-fiem system, a method and appatatus of anonymobsly otdering an ftem, ncluding ordering the item
through an anonymizing intermediary. : ' : ]

Application Number Publication Numbor  Patent Number  Expiration Date
us . Pending OA  10/471,380 . 20040141751 ' 12-Nov-2021
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P402 ' : _ . NDS Limited
. DIGITAL RIGHTS MANAGEMENT SYSTEM AND METHOD

A system and a method for providing vartable securlty mechanisms for securing digital content, in which 8 single

security mechanlem s not used for all content. instead, at ieast one characteristic or feature of the security

mechanism is varied between units, Instances or categories of content Therefore, even if unauthorized access Is galned
1o @ single unkt of content, the overall integrity and sacurity of the system for content distribution Is not compromised.

Preferably, security is provided through a general mechanism, which iz then varied In order to provide varieble,

digsimiiar security schemes for diferent types of content, By "type of content”, & Is meani any of a singls unk of

content, a singfe instance of content of a singls category of content. For example, for a categusy of content, the

content may be characlerized socording to the identily of the content itsel, such as the fitle of & rmovie for example,

and/or according to the owher of a particular copy of the confent. Thus, different secturity schemes may optionsly and

preferably be generated from a parficular root structure. Related apparatus and methods are also provided. . -

Applcation Number Publication Number  Patent Number  Explration Date

Vs Allowed 10/472,286 200470111613 C 21-Feb-2022
us D1 Cpending 12388717 ' 2.Feb-2022
P04 : o ~  NDSUmied

SYSTEM FOR RANDOM ACCESS TO CONTENT

A method for accessing a desired point in tme-synchronkzed data within a stream, the stream belng associated with |

- fime information, the method including providing a desired presentation time associated with & desired point within g
tme-synchronized data stream, determining a straam access point, decoding the stream beginning at the stream
access point, and assigning a time associated with the stream access polnt as a wibization time, Related apparatus and
methods ere aiso disciosed.

¢ .

Application Number Publication Number  Patent Number  Expiration Date

us : Pending OA . 10/470,373 20041199658 . S0un2022
p.142 o ' . NDS Unilted
SET-TOP BOX REFORMATTER . ) :

A bmédcastmg system including a transmitter operative 10 transmit a signa! n a first transmission formal, a recsiver
operative to receive the signal, a reforatter uperative io reformat the received sigaal into a second transmission
format, and a settop box (STB) operative t decods the second-transmission-formatted signal,

,  ‘Application Number  Publication Number  Patent Number  Expiration Dete
Us . Gramsd - 10150967 ' 7387484 S1-May-2022
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PAs : ' ' ’ NDS Limited -
SECURE OFFLINE INTERACTIVE CAMBLING . .
A secure offiine interactive gambling system includes a subsciber unit operative. through inferacfion with a user, to

exegute an offfine interactive gambling application, a secire processor openatively associated with the subscriber unit
and a central gambling faciity. The secure processor Includes a randos gambling input generstor operative to randomly

* . o pseudo-randomly generate gambing input to the offine Interactive gambiing applicalivn during execution of the

offtine intezactive gambling appiicetion, and a secure memory operatively associeted with the randem gambling input
generator and operative to securely store information velated to the execution of the offfine interactive gambling
application, The information, that Is sscurely stored and the user cannot modiy, typically Includes the gambiing Inpet
and bser selections made in response to the gambling nput and can be used to derive at loast one result of the offline
interactive gambling applivation. The information i3 transmitted 1o the central gambling facikty thet ro-executes the

- offfine Interaclive gambiing appiication with the infrtmation replacing the gambling inpyt actualty generaied and the user
sefoctions actually entered. By re-executing the offine Interactive gambling spplication at the dentral gsmbiing faciiity
the at ast one result Is derived and validatad and the user may be credited or debited based on the at least one result.

Related apparatus and method are also described

Application Number - Publication Number  Patent Number  Expiration Date
Us Pending 101495,724 - 2005107157 - 27-Dec-2022.

P-116 . NDS Limited
PROCESSING OF SCRAMBLED STREAMS )

A method for processing a packet-based scrambled stream, the method including recsiving 2 plurality of scrambled

packets in a packet straam, descrambling any of ffio scrambled packets, and transmitting & modified packet stream

including =t least one of the descrambled packets and at Isast one of the scrambled packets, Related apparatus and

methods are also described. . )

Appiication Nymber  Publication Number  Patent Number  Expiration Dats
us © Pending 107498888 2005157714 17-Feb-2023

Pzt N o ‘ NDS Limited
PREVENTION OF TAMPERING IN ELECTROMIC DEVICES

Circuitry for protection of an integrated circult (20} which includes operatioral-circults (24) formed on achip (21). The
Girouitry inciudes a plurality of detectors (26), integrally formed on the chip as part of the Integreted circult and

dispeised smong the operational-circuits on the chip, The deteciors are adapted, In response to radfalion incident on the
chip, {o trigger & seourity measure 50 as to prevert tampering with the integrated ciroult,

: Application Number Publication Number  Paterit Number  Expiretion Date
us " Allowed 10/616,487 2005236583 o 04Jun-2023 -

P-128 ’ o ‘ DS Limited
INTERACTIVE INTER-CHANNEL. GAME ' ‘

- An Interactive muli-channel game method i described. The method includes providing a first representation of a game
element associated with a first channel of a mulii-channel system, replacing the first representation with a second.
represantation of the game element associated with @ second channel of the multi-channel system, providing = chie
associated with the second channet, end receiving a user isput representing a user’s response to the clus, Related

. appartus and methods are also described. .

Appiication Number Pubfication Number  Patent Number  Expiration Date

us Granted 10/489,784 ' 200510026680 76522 2§dunz023
US Ct . Pendng 1187821 200870076555 C T 20un-2023
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P29 NDS Limitsd

METHOD AND APPARATUS FOR PREVENTING CLONING OF SEWRITYVELE!&NTS

A method for preventing cloning of a genuine secuiity eloment Is described, The method inchudes essociating a random
number generstor (RNG) in the security element with a portion of a non-volatife memary (NVM) in the security eloment,
and activating the RNG o automatically write, duing & normal operation mode of the seourily wlement, a new random
aumber o the porfion of the NVM whenever an attempt is made o writs info the portion of the NVM. Any unit other
than the RNG is preferably prevented from visiting data Into the portion of the NV during the nomial operation mode of
the security element. Related aprarstus and method am atso described, k .

» . ApplicationNumber  PublicationNumber  PatentNsmber  Expiration Date
us Granted 10486444 " 2005/123132 73Mm,982 . 3+Mar2023

P31 : NDS Limitsd

SYSTEM FOR SECURING ACCESS TO DATA STREAMS

A misthod for protecting dighal content is described, The mefhod Includes feceiving compressed encrypted dightal J
content (810), detenwining an output format besed, =t least n part, on all of the following: @ userrequested output -
format; received control information; and a rule determining whether a clear compressed output format is aflowed (820;
and produicing sitput from the compressed digital content {830) based on & resuit of the detemining (820), whereln, if
- e ruls doos not allow clear compressed oufput format, the compressed enciypted digital content is provided in a form
. -which prevents production of clear compressed output in the producing slep, Relted apparatus-and methods are aiso

Application Number Publication Number  Patent Number Expirstion Date
s Pending OA  10/547,911 2007/257603 18-Nov-2023

P-132 NDS Limited
SYSTEM FOR MULTIMEDIA VIEWING BASED ON ENTITLEMENTS

An adverising control method is described, The method includes recelving an advertisenient dentiicaion message
(AIM) at a first mobile device, sending the AM from the first mobile device to a content diaplay unit (COU) end goring
the AM in the CDU, selecting at least one content item from among 8 plurality of content ftems based, at least in part, |
on at least one stored A, Bie stosed AIM belng stored in the CDU, and displaying the selectsd content tem on the
CDV. Related apparatus and methods are diso described. | .

Application Numbsr . Publication Number  Patent Number  Expiration Date

us " Pending 10/522,069 20050234768 O7-Sep-2023
P-134 ND§ Limited
SECURE CLOCK

Apparatus compriging a secie time element comprising a Uming device that ulputs to @ pluralty of delay devices,.
wherein the delay devices have characteristic delay fimes which are afierable as a resuft of a tampering attempt to
tamper therewith, and wherein a characteristic delay time of one of the doldy devices changes differently froim ancther
one of the delay devices as a result of the tampering atiempt. . ’ ’ .

Application Number  Pubiloation Number  Patont Number  Expiration Date
us ~ PendingCA  10/505,826 200541323989 : 18-Apr-2023
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P38 ' NDS Limited
VIRTUAL SMART GARD DEVICE, METHOD AND SYSTEM '

A gystem (300) and a method for secure transmiasion of protected content to a subscriber, without requiring & smart
card or cther renewable security element (304) to be in physical proximity of the reciplent module (302) of the
subscriber, such s a settop box for exampls, Therefore, the renewabls security element (304) may optionally be
protected and controlled by the transmitter of the protected coment, such as by the broadcaster for example.

Appilcation Number  Publicafion Nwnber  Patent Number  Expiration Date

us ~ - Grented 10/713,888 200488063 1,378,648 StJan=2023
P-139 : ’ _ - ' . NOS Umiled
DIGITAL CERTIFICATES o

- Amethod for producing a cortificate, the certificate Inciuding data, the method Including choosing a seed s, the seed &
including a reutt of gpplying a function H fo the dats, genwrating a key paly {E,D), such that E=F{s i}, F belng a
publicly known function, and including s and tin the cerlificate; Related methods, and cerfficates producsd by the
various methods, are also described,

Application Numbor ~ Publication Number  Patent Number  Expiration Date

us . ‘Gramted  10/545,737 200610107053 7,340,506 29-De0-2023
Us C1° - Pending 12005523 20090037738 29-Doc-2023
P40 _ NDS Uimited
GAMECAST ARCADE _

An intsractive method Includes receiving, 8t a display devics, background video Including a multipicity of vi

frames, at least one of-the multiphiclty of viden frames Including & plurality of sub-pictuses, sach of the plurslity of

sub-pictures representing an aktermative background, end swiiching, at the display device, between a first sub-picture of
the plurality of sub-piclures and a second sub-picure of the plurelty of sub-piciures. Refated apparatue and inethods

- Application Number  Publication Number  Patont Number  Explration Date

us PendingOA 10543765 20060125062 04-Feb-2024
P1ss : e - NDS Urnfted
CFM MODE

A method for froducing at least one ciphortext block from at lsast one plaintext biook using a block cipher E and a key
K. the method including recsiving n plaintext blocks, whereln n is an Infeger greater than 0, selting Q0 equal to an initial
value, and for each plaintext block of the 0 plaintext blocks: computing Of = EKIQR1) XOR PY; and computing Ci = M(Fi,
Q), thereby producing n ciphertext biocks, whereln © <) <= N, ANDFI denotes an 1th plainiext block of the n plaintext
biocks, and Ci denotes an i-th ciphertext block of the n ciphartext biocks, and M 1z a selector funcion which, for cach
blt Cf of block Ci, selects a first argument of M i bit P[f is not to be éncrypted, and selects a second argumett of M
bit Pif Is to be encrypted. Related apparatus and smethods are also provided. . .

- Application Number  Publication Number  Patent Number  Explration Date
Cus .. Pending - 1041002 - - . . . 200610088156 - . o 16-Feb-2024 . ..
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P-148 , o NDS Linitsd
SECURITY SYSTEM FOR REMOVABLE MASS STORAGE .

Amethod for protecting content including providing a host (106), a player (104), a commamnications link between host
and player for communicaling content therebetween, a recordable medium adapted to be played by and recorded to by
the player, and an encrypted itein of content, and producing a secure contont license corrdsponding to the content, the
ficense including a key or accossing the content, a permission fist for determining whether the host or the player is
aliowed to access the contont under pre-defined circumstances, the circumstances including a type ofuse of the
encrypted content, an identification of the recordable medium, the recordable medium identification generated in

" accerdance with a predefined recordable madium idenification generation algorithm, and describing at least one physical
-+ chanacterstic of the recordable medium, and an identification of the content, the Htemh Klentification

: Application Number  Publication Number  Patont Number  Explration Dale
us Pencing 10/568,527 - 2007124602 18-Apr2024

P-149 : NDS Limited

'PERSONALIZED MULTIMEDIA MESSAGING SYSTEM :
A method for providing a personalized mulimedia meseaging service, wherein the method includes obtalning an MMS

. message (800), Recipient according to preferences of the at Isast one targeted reclpient (800), thereby producing a
persondlized MMS message (810), and transmiting the personalized MMS message to the at lzast one targeted reciplent
indicate (1000) that the at feast one targeted recipient is not Interested in recelving the personalized MMS message.

Application Number . Publication Number  Patent Numbor  Expiration Date
us Pending 104500,002. 2007/275740 23-Mar-2024

. P50 ' ' T NDS Limited
SYSTEM FOR TRANSMITTING INFORMATION FROM A STREAMED FROGRAM TO'EXTERNAL DEVICES AND MEDIA

- A method for selecting a section from a streamed broadcast program is disciosed. The methed includes mcelving 2
streamed broadcast program, rendering the received streamed broadcast program on a display, selecting a section from
the recsived sirsamed broadcast program sulbsstantizlly when the section is renclered on the display, and producing an
ndication signa! which enables identification of the section based on a time at which selecticn of the seotion was caied

out with respect to rendering progress of the streamed broaticast program on the display. Related apparetus and

Application Number  Publication Number  Patent Number  Expiration Date

Tus Perding OA  10/556,836 2007/0094703 Of-Jum-2024
P82 ' ' |  NDS Limitod
SYSTEM FOR PROVIDING KEYS

A method for providing keys for descrambling Scrambled cantent, the scrambled contant being divided into frames, the
method including: identifying 8 plurality of frames to be descrambled; for each frams of the plurallty of frames, .
identifying a key period associateq with a key for descrambling the frame; and for at loast one frame T of the plurality
of frames, substifuling a substitute frame g for the frame f, the substitute frame g being chosen In order fo reduce a
total number of key pariods associsted with keys for descrambling all of the plurality of frameés, Related apparatus and

Application Number Publication Number  Patent Number  Expiration Dato

us | Granted 0780862 . 2005K080170 6880650  20-Jan-2024
US  ©1 Pendng 117272344 2006/0062385 L 2jen202s
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PA5% NDS Limited

SYSTEM FOR PROVIDING VISTBLE MESSAGES DURING PVR TRICK MODE PLAYBACK

A method and system for embedding @ message in compressed confent comptising at least one key frame and.at least
one non-key frame, the method comprising embedding 2 message In the at lesst on key frame, Related methods and
apparatus are also described. . . :

- Appitcation Rumber Publication Number  Patent Number  Explrafion Date

us PendingOA  10/529,025 2006168630 © . 0zAp2024
P-167 . : : NDS Limited
TIMELINE PROTECTION . :

A method ardl system for timecode generation including: receiving an encryption key and an Implemented encryption .
rethod, for each one of a plurality of frames, receiving a timecode and an assoclated presentation fime stamp (PTS)
associaled with the one freme, for sach one of the plurefity of frames, encrypiing the fimecade ssacciated with the one
frame using the encryplion key and the implemented enciyption method, thereby producing a plursity of encrypled
timecodes, and at a tive associated with the associsled PTS associated with the ons frame, outpulting & packetized
slementary stream (PES) inchuding the plurality of encrypted timecodes. Related systems and methods are also

 Application Number  Publication Number  Patent Numbsr  Expiration Date
us Pendiig OA  10/534,887  2007i0%27720 21-Deo-2124

P-160 NDS Limitod
PROGRAM SELECTION SYSTEM _

A method and system for enabling & user 1o sefect programs in a personal video recorder ervironiment, the method
comprising enabling the user to select a program eulject calegary, providing in response o user selection of & program
subject caltegory, for subsaquent user selettlon, programs within seid selected program subject category, at least one

- of selected and organized in accordance with past user viewing, and subsequently enabling the user to select among
;ai:l progran:s. Related methods and apparatus are also described, ‘ :

" Application Number Publication Number  Patent Number - Expiration Date
us Pending OA  11/632,536 2007/0240186 4 92-Nov-2024

P-151 ‘ S , NDS Limited
'MOBILE PERSONAL VIDEO RECORDER

A method of digital television recording Including recsiving a content item at a first Personat Video Recorder (PVR),

determining whether to transfer the content item based, at least In pait, on atleast one of the following curentaess of . '
_the conten! item, a tser prefanence, and a uset profile, and transferring the content tem from fhe first PYR to a moblle

PVR only upon a positive result of the determining. Related methods and apparatus are also disclosed, .

: ‘ Application Number ~ Publication Number”  Patent Number. Expiration Date
us . Fending 11/628,677 2008/0267591 . . 10-Apr028
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P-162 . NDS Limfted i
OPTIMALLY ADAPTING MULTIMEDIA CONTENT FOR MOBILE SUBSCRIBER DEVICE ) i
A multimedia content distribution method including ) storing an Bent of a imultimedia content, B) firstly transcoding the

content for playback on a first mukimsdia devics, ¢} generating 8 content 1D of the firstly transcoded content, d) : .
staring the content 1D of the firstly transcoded content in association with the sfored content, 8) accessing the stored . : o
content using the content ID of the firstly transcoded content, and f) secondly franscoding the stored comdent for

. playback on a second muitimedia device. : T

Application Numiber  Publication Number . Patont Number  Expiration Dete
us. Pending OA 105589417 ' 20070204064 ' © 21-Mar-2026

P64 _ ) : NDS Limited -
_ SYSTEM FOR SHIELDING INTEGRATED CIRCUITS : S
A wethod for agding an addifional layer to an itegrated cireul, the method including providing an integrated clreult -
having an interconnect layer, depositing, over substantially ali of an exposed surface of the integrated circuit, an
additional layer of material whose conductivity can be altered, and sslectivsly altesing the conductivity of s finst portion

“of the addifional layer by selective annealing, to produce 2 sub-sircul in the additiona) layer, the sub-clrcult Being in -
operative electrical communication wkh the integrated clrcult, Relaied apparatus and methods are also described,

Application Number  Publication Number  Patent Number  Expiration Date
us Pending  10/593,386 200800063742 ' © o4May-2025

P-186 . NDS Limited -
RESOURCE CONFLICT RESOLUTION FOR MULTIPLE TELEVISIONS

A system for managing resource-usage confiict amung a plurality of viewers assoclated with a plurality of TVs,

Inoluding & plurality of resources for shared usage among the viewers, the resources including & least one input device

adapled o recsive a program broadcast and to transmit the program broadcast onward for display, a resolution

arrangemeant operationally connected to the at least one Input devics, the resolution arangement being adapted to

identify a usage conflict of at isast ons of the resourtes, and send an on-sereen display having a resource usage

action-choice to at least two of the TVs, Related epparatus and methods are also described.

Appitcation Number Publication Number  Patent Number  Expiration Date
us . PendingOA  11/579,65 2D0B/O03438T - 04-May-2025
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SYSTEM FOR PROXRAITY DETERMINATION

A method for deternlning proximity between a first dovice and a second devics, the method comprising providing &
first device storing a first device private key, the first davice having an associated secure first devive certificate
storing secured information, the secured inforation comprising a first device public key cotresponding to the first
devico privats key, providing a second device storing a second device piivate key, the second device having an
2s% secure second device certfficale storing secured Infonmation, the secured Information comprising a second
device public key comesponding to the second device private key, and a second device processing delay, providing &
COpy of the second device certificate bo the fitst device, establishing a secute aiithenGiostsd channe) between the first
dovice and the secorx! device, sending a proximity challenge from the first device to the second device, the proximity
challenge including a numeric challenge value, recelving the proximity challenge at tha second device, processing the
proximity chalienge at the second device to produce the Tesponse to the proximity challenge, ardl sending the response
10 the proximity chalienge from the second devics to the irst device, receiving the response to the proxtmily challenge
at the first device, and performing the following at the first device verifying, at the first device, that the response to
the proximity challengs i legitimate, detsrmining a gross time between sending the proximity chelienge and recelving |
the response b the proximity chaliengs, sublracting the secord device procassing delay from the gross time o
produce a net response time, and comparing the net response time & a first threshokd and defanmining whether the first
device' de:;dibtzgmoad device ara In proximity based on 2 result of the comparing. Related methods and apparatus are
also , .

Application Number Publication Number  Patent Kumber ' Explration Date

us Pending 117620435 . 2007/0300070 C 11-May-2025
P168 NDS Limited
SPLICING SYSTEM :

A method for switching from playing @ first compressed dats segment to playing a sacond compressed recorded date
segment, the method including playing an uncompressed copy of a start of the second compressed recorded deta
segment upgn switching from playing the first compressed data segment, decoding the second compressed recorded
. data segment from = preceding random eccess point, the precading random access point preceding, in the second

compressad recorded data segment, a polnt at which playing is to be switched to the secomd comprassed recorded data

segment, stopping the decoding of the second compressed recorded data segment wiien reaching a point beyond 2
polnt curently being played i the uncompressed copy, and swiching to playing the second compressed recorded data
segment when playing the un copy of a start of {he sscond compressed recorded data segment reaches
the point at which the decoding of the secand compressed recorded data segment was stopped. Related apparetus and

Application Number Publication Number _Patent Number  Expiration Date
us Panging 11/628,402 : 2008/0044161 | 08-Jun-2026

P-169 : NOS Limited
DIGITAL RIGHTS MANAGEMENT SYSTEM

A digital vights management system (figure 1) for a mobfle telephona (10}, including a controlied content disk (16) to

store cantent in an encrypted format, and a mobile felephone processor (18) o fur a plurality of meblie telephone )

applications (36, 38, 40) and a sdcure device driver (22) thereon, the mobile telephone processor (18) being

- operationally associated with the controlizd content disk (16), the moblle telephone appiications (36, 38, 40) being unable

fo decrypt contont from the encrypted format, the secure device driver (22) having a receiving module (24) to recelve

a request from one of the moblle telephone applications (38, 39, 40) o access the content, a validation module (26) b

validate the request, and e transport module (28) to substantially directiy transfer the confent to the ore moblie

telophone gpplication, contingent upon a posiive result of the validating of the vakidation module (26). Related apparatus

o Application Number ... Publication Number  Patent Number . Expiration Dato
us . Pending ..  10/662,650 © " 20080052781 : © 02Jun-2025
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P72 ' . ' NDS Limited
EFFICIENT AND SECURE RENEWAL OF ENTITLEMENTS : ’
Amethod for granting & grace period entitfement, the melhod comprisig receiving a grace period enfilement message,
establishing whether 4 grace period flag Indicales that a grece period mey be granted, granting a grace period to an
:wlred enitlemant based, at least In part, on the grace period entitiement message, only if the grace period flag is

'ofF", and selfing the grace period flag to indicate that the grace period has besn granted. Reloted methods end

’ Application Number Publication Number  Patent Number  Expiration Date
us Pending 11/685,781 2008/0120708 01-Now-2024

p173 . ' NDS Limiisd
SYSTEM FOR HANDLING FROGRAM META-DATA ] ,
A method of actessing program meta-data is disclosed. The method inclides receiving a plurality of program meta-data

virtual containers, at least one of the virlual containers comprising nommatized prograim meta-giata of programs having
Instances in a plurality of ime windows, receiving an input Indicating & setected time window, the Input at lsast one of
womprises and refers to a Bme-window identifier identifying the selecled time window, and using the time-window
- ldentifier fo fiter the plurality of virtual contalners, so as to obtain a subset of the program meta-data which
corresponds 1o the selected time window, Refated apparatus and methods are also disclosed,

_ Application Namber  Publication Numbsr  Patent Rumber  Expivation Date
us Pending 19663900 . 2008/0082168 . 28-Jun-2026

P75 - K : ' NOS Limitod
SYSTEM FOR PROVIDING ACCESS TO OPERATION INFORMATION

A method for providing access to operation Information relating to a dighal signal, including providing a dighal signat

encoded, In accordance with a laysred encoding schems, in a plyrality of layers, and extracting operation information -

from a first tayer of encoding within the digital signal, and placing the extracted information in a deta section in a
sacond layer of encoding within the digital signal, Related methods and apparalus are also described.

Application Number Publication Number  Patent Number  Expiration Date

us * Panding 10/556,214 . 2007/0011447 28-Jun-2025
PATE . i " NDS Limited
DISK PROTEGTION SYSTEM :

- Amethod for protecting content on a madium {129), the method Inclsding providing 8 medium (120) including a token
(130}, the tokew (130) Implementing et least a porfion of & keyed funclion, providing a plurality of oken inputs, sach
token input being suitable for Inpuk to the token (130), providing a first encryption method and a first encryption key,
for each ene of the plurality of token inpuls inputiing the token Input to the token and receiving & taken output flom the
token, and converting the token output to & funciion gufput, the function output representing a resukt of pesforming the
keyed function on & function input coresponding to the foken Inplt, and storing en ordered pair including the function
input and tha function output, thereby procucing a plurality of ordered pairs (160), encrypting the pluralty of ordereid
pairs (160) using the first encryption methed and the first encryption key; thereby producing an enciypisd pluralify of
ordered pairs (170); and stering the encrypted plurality of ordered pairs (170) on the medium. Refated apparatus and

.- ‘Application Number " publication anber" Patentilmpber Eagoimﬁonm
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P79 o ‘ NDS Limitod
CERTIFICATE RENEWAL : -

An intermedinta certificate authority (KCA) for a hlerarchical cortificate authortty structure (HCAS), the HCAS having a
plurality of levels, the levels ingluding a root level, at least one infermediate leve), and a leaf level, the roct level
[having a root certificate authority, the IGA being & the at lzast ons intermecdtate lovel, the ICA incliding a ceitificate
woslving todule to receive a first cerlificats signed by 2 catificate authority i a level above the level of the IGA, the
first certificate cortifying an axpect of the ICA, the first cerilficate having an explration time, and a certificate signing
module to sign & sacond coertificate for & member of the HCAS, prior to the explration ime of the first certificate, such
that the second cerfificate expires after the expiration time of the first cerlificate, the member being In a level below the
leve! of the ICA, the second centflicate certifying an aspect of the member. Related apparatus and methods are also

. ‘ Application Number  Publication Number  PatsntNumber  Explration Dato
Us . . Pending  1MESTTI4 | 2008/00919652 . 08-Sep-2025

P80 T - NDS Limited

" FOCUS PRIORITY IN WINDOW MANAGEMENT ’ :

.. A method for managing windows in a window-based display system, the methed comprising providing a pluraiity of -
windows, each windoiv baing associatad with en application, 2t least one of the plurality of windows being able 1o accept

focus, assigning, to eech one of the pluralily of windows being able fo accept focus, a focus priority, assigning focus

to exactly one window at any time by cheosing, from among the at least one of the piurality of windows able to accept

Togus, a window having a highest focus priority of the windows able to accept fecus, and designating the chosen

window as an active window. Related apperatus and methods are alse descrived.

Application Number  Publication Number  PatontNumber  Expiratiori Date

us Granted 10/551,078 ‘ 20070214425 7,356,775 21-Now2025
P-185 ' . NDS Limited
DOWNLOADABLE REMOTE CONTROL

A key production system to detenmine a oryptographic key Tor a solected cryptuperivd being later than or equal o &
cryptoperiod-A, and earlier than or equal to a different cryptoperied-B, the system including a first recsiver o recelva a
first key-component, assoclated with cryplopetiod=A, forming part of a first hesh-chain progressing via a first one-way
function, progressive key-components corresponding to fater cryptoperiods, a second roceiver Lo recelve a second
key-component, associated with cryptoperiod-B, fatming part of & second hash-chain progressing via a second one-way
function, progressiva key-components eorresponding to sarfist Sryptopariods, first and secord Key-componem
dstermination modules to defermine key-components in the first hash-chaln and the second hash-chain, respectively,
K the selected sryploperiod, and a key determination module 10 determine the cryptographic key besed on the
key-components In the first and second hash chain for he selacted cryploperiod, Related methods and apparatus are

. ] Application Number ~ Publication Number  Patent Number  Expiration Date
us Pending . 1UBBT.057 - o o 16-Jun-2025
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NETWORK SECURITY SYSTEM ’ . :

A system for restricling access o sncrypted content stored In a consuming device (12) which is part of & network (10}
including other devices (14), the system including 8 content storage medium to store the encrypted content, a
segret-share distiibution module to distribirte secret-chares to the other devices (14), a sosret-share receive module to
recsive the cecret-shares from the other devices (14), & secret reconstruction module to form & content decryption
input from the secret-shares recaived by the secret-share receive module, a content decryption module to recelve the
encrypied content from He content storage medium and the contert decryplion input from the sacret reconstruction
module and dicrypt the encrypted content using the content decryption input thersby rendering decrypted content, and
4 content consumer Y use: the decypted confent, whereln the secret shares distioutted to the other devices (14) sr In
an ancryptsd foret for decryption by the consuming device (12) or the ofher devices (14),

Application Number  Putlication Number  Petont Number  Explrafion Date-

us . Pending . 11/793,385 01-May-2026
P-193 - o | | NDS Linitod
SURFERS PARADISE :

A system for a viewer to navigate islevision programming using a conlrol, the television prograrming being viewable
on a displey device havlng a screen, the system comprising a program guide module to manage program guide
‘information for a plurality of program ltems for a phuraifty of channels, the program ftems including & phaalty of crent
. and future schaduled programs, the program gukle information incleding a rlu;aluy of links 1o a plurality of program
item representations associated with the program items, a navigation control module to recelve program selsction
instructions from the viswer, via the control, In order for the viewer to surf among the program item representations of
the current and fubisre programs, and 3 program item display module to dlsplay a cunently selected program fem .
representation which ocoupies & majorily of the screen of the display device. Related epparatus and methods ore also

Application Number  Publication Number  Fatont Number  Explration Date
us - Pending T 11801,819 - 22-Sep-2025

P-196 . . : ' NDS Limited ’
ENHANCED ELECTRONIC PROGRAM GUIDES

A method and system for rating programs, the method Including, recelving a sample of viewing logs from a plurality of
set top boxes (STBs), determining, from the sample of viewing logs, at 1esst groups of viewers sharing similar fderests,

* and groups of programs sharing similar audience, computing tims dynamics of rating distribution for the groups of

viewers and the droups of programs, and Incorpotating at lesist one of the following into broadcast metadala the time

dynamics of rating distributions of the groups of viewss for sach of the groups of programs, rating distributions of the

groups of viewars for aach of the groups of programs marginalized by tns, rating distributions of the groups of viewers

. Toreach program marglnalized by time, relative sizes of sach group of viewers, and a mapping of each program to
-groups of programs, thereby making the broadcast metadata avaiable to the phirality of $TBs for use in camputing

: : - Application Number Publication Number  Patent Number  Explration Date
us Pending ~  11/989;560 ’ . 29-Aug-2026
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P-188 NDS Limited
l_M PROVED CIPHER SY‘S’[EM .

A system including a peeudo-randem number geperator having a register to store an.extended state having a reduced

stato and a dynamic constant, an inifiafizafion moduls b inftlalize 3 past of the extended state based on &.Key and/or an
Inftial Value, a state update module to update the reduced stats, an ovtplt word module to generate output words, the

state update rmoduls end the output word module being adapted to operate thiough cyclical rounds, each round including

vpdating the Tedyced stata and then generating one of the output words, and an update dynamic constant module to

updals the dynamic oonstant, whereli In a mejority of the rounds, updating of the reduced stale andior generation of

the output word is based on the dynamic constant, and the dynamic constant s only updated in a minority of the

. Tounds, Related apparatus and method are also descibed. Related systems and methods are described.

- Application Number”  * Publication Number  Patent Number .  Expiration Date

Us Pending 11/886,753 200870193004 ' 09-Ma'v20_26
P97 ‘ : NDS Lindted
NOVEL TRICK MODE SYSTEM '

- Amethed i described for trick mode playback, the method including selecling a key-frame In a recording substantialiy
in the vicinity of a trick mode playback; staiting poskion, preparing a decryptian key associated with & key period
inciuding the selected key-frame, sending the prepared deciyplioh key b a descrambler, thereby enabling decsyption of

video beginning at the selscled key-frame, sending a first number P seconds of dectypted video frames, starting at
the selected key-frame, at a predetermined speed jor a predetenmined number of seconds, to a video decoder, n
paraliel to the sending P seconds of video frames, choosing at lsast a second video seclion to streem to the video
decoder, sending a decryption key essociated with the chosen second vidso section to the descrambler, and repealing
the stepe of selecting, preparing, sending the prepared decryption key, and sending a first number P seconds of
decrypted video frames. Related apparatus and methods are also described,

Application Number  Pubiication Number _ Patent Number  Expiration Date

us ' Pending 11/856,965 200800212775 - 17-Jan-2025
p9g ' NOS Limitod
NATIVE SCRAMBLING SYSTEM .

A gystem for scrambling / descrambling packets of a stream of content, each packet having a must stay clear (MSC)
soction, the systern including an Input handler Including a recelving module to recelve the streaim, a characteristic ‘
analyzer to analyze the stream in order to determine a data indspendent charactesistic of each packet, and & scrambiing

! descrambling device operationally associated with the input handler, the scrambling / descrambling device including a
receiving module to reosive the dats independent characteristlc for eech packet from the Input handler, and an nitial
Valus module to determine an Initial Value for each packel as a function of the data independent characteristic of one
of the packets being processed, wherein ihe scrambling / descrambling device s adapted o scramble and/or
descramble the packets based on the initial Valua and a Control Word, Related apparatus and methods are inchuded.

- Applications Number ~ Publication Number  Patent Number  Expiration Date
‘. US, Pending 11/918,110 200600137861 22-Mar-2025

P-200 L o : , NOS Limited
SECURE READ-WRITE STORAGE DEVICE

A method s described for securing a readd wiite storage (RWS) device, the method comptising, providing the RWS
.device, the RWS device, comprising & controlier comprising & processor and a bit buckst and employing, in response to
a decision making process, a sancfion in the RWS davice, Related apparatus and methods are also described.

. o Application Number  Pulication Nombor  PatentNumber Expiration Dats
us . - Pending 12/083,023 _ L S .13-_Nw-2026
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p2o2 . ’ - NDS Umited
~ DIGITAL VIDEQ RECORDER ANTI-SKIP SYSTEM ’ :

A method for producing scrambled content (Fly. 6A), the method inchading providing content (600) to be scrambled,

identifying & first portion of the content (820), identiiying a second pertion of the content (630), computing & disguising

function of at sast part of the first portion (820) of the content and producing & result, and scrambling the second
portion (530) of the content, the scrambiing being based in part, on the resuk. Related apparatus and methods sre also

Application Number Publication Number ~ Patent Kumber ~ Expiration Date

us Pending 111982614 17-Nov-2025
P-208 ' ' ' , ' . NDS Limited
APPLICATION BLOCKING SYSTEM o

A settop box system for hiocking slanaled applications from being rin on a set-top box, the comptising an

audio/video service recsiving medule to receive at least one audio/video service, an appliwﬂmwmm madule fo

. Foceive an application, an application signaling triodule 1o manage a first table including signaling information indicating
that the application is a signaled application atithorized for being tun on the set-top box, and an apphication blocking

module to receive a second table-including blocking information to block running of the signaled application on the

. $et-top box, the sacond tzble being recelved from a broagcasting Hsadend, and block running of the signaled

epplication on the set-top box In response to recelving the second table. Related -

: Application Number - Publication Number  Patent Numbor  Expivation Date
us Pending 1178214 2008/0216108 T 03-Now2026

P-208 . NDS Limited

MANAGEMENT OF DYNAMIC PROGRAM CHANGES IN DVE SYSTEMS

A method for managing dynamic program changes in 3 digkal video broadcasting (DVB) system, the method including
detecting & dynamic program change In 8 DVB tmnsimission received at a set-top box (STB}, and changing a digital
video recorder (DVR) recording Instruction associated with the program to record the program in accoedance with a
parameter of the change. o ‘ - .

. Application Number  Publication Number  Patent Number.  Expiration Date
us Pending 14/020,664 2008/0286043 16-Jan-2028

p-212 . ' " NDS Limited
SYSTEM FOR TESTING, VERIFYING LEGITIMACY OF SMART CARD IN-SITU AND FOR STORING DATA THEREIN

A band-held baliery-operated devivs for Interogaling andfor programming ISO7816 smart cards by means of an )

1807816 compliant card siot, In conjunction with & dispiay, a keypad and barcode reader for data endry, a battery.

backup RAM for temporasy storage of collected data, fiash memiory for storage of propristary information provided by

a smart card fssuer, 8 RS232 port and RF fink for conmunication with a host compuler, in-systeii programming port for
updating the flash program, all connected operatively ta an intermal microprocessor which perform clock or power

glitching to access intermal information of a smart cand to determing whether the card has been tampored,

Application Numbey Publication Number  Patent Number  Expiration Date

Cous ' Grnted ' 10/414,298 2004206815 . 6880752 16:ApR2028
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p2z2y - ’ . NOS Limfled
ADVANCED DIGITAL TV SYSTEM

A system for displaying electronic program guide jnformafion sbovt a plorality of video femes on a screen; the systemn
Including & display module to display a plurality of peges layering info the screen, each of the pages including a
plurality of graphical panels assooiated with the video items, and a user input module to recelve a user input to turn at
teatst one of the pages such thaf the gt least one page is pealed away from other ones of the pages In onder o bting the

graphical panels of the &t least one page In or out of view, wherein the displey module Is operative to show the tuming
of the at least one page bringing the at [sast ohe page i or out of view. Related apparatus and methods are also

Application Number Publication Number  Patent Number *Expiration Date

us Pending . 11820605 . 03-Jul-2025.
P22 o . . ' ' NDS Limited
VIDEO TRICK MODE SYSTEM ‘ :

A method for producing an suxdliary video-stream arranged for reverse frick mode playhack from a video stream

including a pluraiity of uni-directional predicted frames, Uie method Including producing the auxiliery vides stream by

performing the following steps copying each uni-ditectional predictad frame included in tha video siream Into a mesmory,
thereby producing a pluraiity of copled frames In the memory, replecing each one of the pluralty of copied lrames with
one cormesponding supplemental frame, thereby producing u plurality of corresponding supplemental frames, and

* producing a copy of the video Stream arranged in reverse pracessing order, the producing a-copy Including replacing
each frame which corresponds 15 ene of the piurality of copied frames with the one coresponding supplamental frame
from among the pharality of corresponding supplemental frames, Related methods and systems are also described,

Appiication Number Publication Number Patar;t Number Expiration Dato

us Pending 11/990,358 20060273858 29-Jun-2028
p-226 : . NDS Limfled
SYSTEM FOR ANALYSIS OF MOTIO :

A computer system for reak-fime determination of a motion vector comprising an image processer to apply an inage
prooessing fiiter to 2 nonmalized frame elamant of a first image frame, yielding a filtered frams element having
associated filtered pixe! vaiues, 2 pixsl selector to select 8 first reference pixel from the filered frave element having
the highest value of the fitered pixe! values, an optic flow module to defermine a first oplic fiow applied at d location of
the first reference pixe!, & pattern matching module to perform pattem metehing between the nonmalized pixel valves of
the nownalized frame eleiment and normalized frame slements of a second image frame, yielding & piurality of pattem
matching scores, and & motion vestor detenminer to determine a motion vector based on a igwest one of the pattern
- matching scpres. Related apparats and methods are also described. -~

: Application Number  Publicalion Number  Patent Number  Expiration Date
us Pending = 127279208 . : 23-Mar-2026

P-23
DIGITAL VIDEO ZOOMING SYSTEM -

A system for preparing a digital video stream for zooming by @ content consumer system, including a video frame
processor to prepare a pluraliy of video frames of the digital video stream, & zoom {ocation processor to prepare a
plurality of zoom lecation indicators in the digital video stream, sach of the zoam focation indicators inolkuding an
. element indicative of a Jeast one horizontal position and at least one vertical position in the video frames, and a stream
processor te temporally synchronize the zoom location indicafors ahd the video frames in the digital video stream, such
that the video frames are avaliable to be zoomed by the content consumer system based on the zoom location
Indicators during playback of the diglfal video siream. Related! apparatus and mathods are also descrived. .

L4 . NDS Umted

o _ . Application Number  Publication Number  Patelt Number _ Expiration Date
us .. Pending  12/084,539. , ' 2008/0268458 . T 16-Now- 2025
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P-238 NDS Limitad
SECURITY DEVICE AND BUILDING BLOCK FUNCTIONS

A method and system of securing content ks described, the wethod including establishing communication between a
secure module source and a content rendering device, loading a dynamicaly generated pseudo-unique secure module to
the content rendering device fiom the secure module sowrce, estebilzhing communication between the secure module
source and the dynamically generated psoude-unigue securs module, and transferring a dectyption key from the secure
module source to the dynamically generated pseudo-unique secure moduls, thereby enabling decryption of encrypted
rontent, the encrypted content being encrypted accoriing to the decryption key, Related methods and apparatus are

: Application Number  Publication Number PatentNumber  Expiration Date
Us Pending 11/990,720 o T7-Sep-2026

P240 - ' : : ' NDS Limited
METHOD AND SYSTEM FOR BLOGK CIPHER ENGRYPTION

A method of encrypling 8 block of data, is described, the methed Including providing @ combining unit operative to
combine a Xey with a block of data, the block of data expressed as a block of bits, providing a mix and coiiense unit

- operstive % mix bits Included in the biock of bits amoeng thentsetves, receiving an input including the biotk of dela
expressed as the block of bifs, combining, &t the combining unit, the block of bits with & key, and mixing, 2t the mding
ang condensing unk, the combined bock of bits, whereln the mix and condense unit Inchudes a plurality of layers, each
layer among the plurality of layers including a plurality of minl-functions. Related apperatus and methods ane descrived, |

: Appfication Number  Publication Number  Patont Numbsr  Expieation Dato
vs Pending |  14/B3Z953 200870052656 “D6-0c-2026

P2z ‘ NS Limited
ADDITIONAL GONTENT INFORMATION

A method for resenfiguring a circult condiguration of a configurable hardware device via & communication network, Ths
methad Includes transmitting via the combunication network from & hardware configuration provider unit o the -
configurable hardware device a circult reconfiguration of the configurable hardware device It response to a request from
a user of the configurable hardware davice to reconfigure the configurable hardware device, implementing the circull
reconfiguration of the configureble herdware device thereby reconfiguring the configurable hardware device-and
. providing a reconfigured hardware device and bilfing the user In response to a determination of correct operation of the
reconfigured hardware device. A user unit in a communication network ks alse disciosed. .

: , Application Number  Publication Number  PatentNumber Explration Date
us Pending " 11/992,568 _ 08-Nov-2026

P24 . NOS Limited
CHIP ATTACK PROTECTION ,

A system for protecting a chip with an integrated cirouit disposed on a first svrface, the system including, disposed on
..t first surfacs, a first antenna, signal analyzer, chip controller and a signal generator which is operstive to supply an
" outbnund signa) for transmission-by the first antenna, a ciuk armengement, disposed on @ second surface of the chip,
. Tncluding & shielding arrangement and a sscond antenna to receive the outbound signal, the circult armangement being
operative to transmit a retum signai from the second antenna to the first antenna,.such that a breach In the shiskiing
afrangement resulls In o change In, or cossation of, the-retum signal for detection by the signal analyzer, and a chip
.. controller disposed on the frst surface being operative to perform an action on the integrated ciroult in response to the
detaction of the breach. Related apparatus and methods also inciuded. ' C :

' Appiication Number - Publication Nurnber  Patont Number  Expiration Dato
us . Pendng - 1a08TSZ . 200K001821 T 11Deo08

~
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246 S ' : NDS Limited
PASSWORD PROTECTION

An authentication system, including a patiem module to provide a pattern, @ funclion module to provide 3 one-way
function having a piurality of input and output velues, a function processor to find one of the input values for the
one-way funclion such that a corresponding one of the cufput velues has the paltem, 2 password module to provide the
one Input value s a password for uee in password suthentication. against the one oulput valu, the one output vaiue
belng & check vaiue having a length, a compression modulz to delsmmine a storags value such that: the check value
can ba reconshucted from the storege velue and the patfem, and the storage value has & length which is shorter than
the length of the check value, and a storage moduie to store the storage valus I & storage medium for later retrieval,

Application Number Publlcation Number  Patent Number  Expirétion Date
uUs . Pending 12228510 2009/01984D 03-0c4-2026

P-247 . . ‘ " NDS Limited
METHOD AND SYSTEM FOR USAGE OF BLOCK CIPHER ENCRYPTION '

A block cipher system for enctypting a pkirality of blocks from plaintext to ciphaestext, each of the dlocks being
associated with a constant rout key, the system hcluding an sheryption key module to determine an Input key for each

of blocks based on a function having 2 plurally of inputs Inchading the root key and an nitiakization vecior, for a first
one of the blucks, and the plaintext of at least one of the blcks which was previously encrypted érd the root key, for
the blocks other than the first block, and an encryption module to encrypt each of the biocks based on the input key .
datermined for each of the blocks, respectively, Relaied apparatus and methods also included.

Application Number Publicaion Numbor  Patent Number  Exptration Date

us Ponding 12/083,383 04-Dec-2026
P-256 NDS Limited
REVOCATION LIST IMPROVEMENT

A method for enforsing use of certificats revocation lists in validating certificates, the Fsts being associated with a

serles of list generation Indices such that gach list is assigned one Index which advances acconding o a time of

. generation of the lst, the lists and the indices being cryptographically signed, the method including receiving ofie of the
fists and an associated index as an kientifey of the one list, checking the certificates against the fist, associating each

of the cerlificates, which have been checked against the list, with the index, recelving an enforcement generation Index

(EGH) assoclated with & latust list in use, storing the EGI a5 & last known EGH, and refusing performance of ah action -

associated with a certificate i the one Index of the one cortificate Ts sarfier In the series than the fast known EGM

Application Number  Publication Number  Patent Number  Expiration Date
us Pending 127223842 _ 03-0ct-2026
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P2st : NDS Limited
PERIOD KEYS

A method for securing enciypiion keys Is described, the method including providing e fisst device and & second device,
the first device including first secure hardwara and first insecure hardware, and the second device Including second
seoure hardware and second insecwe hardware, genesating in the first secure haindware at loast v pesiod keys, the et
least two period keys stored in the first secure hardware, generating In the first secure hardware a plorality of zession
keys, the session keys beling stored in ekher the first secure hardware or the first insecure hardware, encrypting at
least one of the plurality of session keys generated in the first device scconding o a firs} oF the two period keys
included in tho first sectire herdwars, encrypting at least one of the plurality of session keys generated in the firet
uevice according 10 @ second of the two pariod keys Inciwied In the first socure hardware, generaiing in the second
socure hardware at least two period keys, the af Jeast two period keys stored in the second secure hardware, generating .
in the second secure hardware a pluraiity of session keys, the session keys being stored in either the second secure
hardware or lhe second insecure hardware, encrypling at least one of the plurality of sesslon keys genaratied In the.
secomd device aceonding te a first of thatw&:adod keys Included in the second secure hardware, enypiing at least
one of the plurality of session keys generated in the second device according to & second of the two period keys | |
Inciuded In the sacond secure hardware, at a fime when a session s estabiished betwesn the first device and the
. second device, decrypting org enciypted session key in the first device and decrypling one encrypied session key in
the second device, and establishing an encrypted session between first device and the second davice, the encrypted
session belng encrypled acconding to the one decrypted session key incuded in the fiyst device and the one decrypled
sesslon key included in the second device, whersin the at least two period keys inchuded in the first device and the at
lsast two pericd keys included in the second device are periodically regeneratod in order to produce new period keys,
thereby rendering useless any session keys encrypted according to an old period key.

Application Number  Publication Number  Patent Number  Expiration Date

us  Pending 12/087,037 22-Jan-2027
p2et ‘ , " NDS Limited
VIDEO SUBSTITUTION SYSTEM

A video substiiution method for se with a Digital Video Recorder (DVR) which Is opevative to store video s disclosed.
The method includes retrieving slored video recorded from 3 sing!s video stream which includes a first posifive integer
n! down-sempled video sequences, the ni dowm-sampled video sequences being mutually synchronized and formatied in
a second poskive nteger n2 video frames, sach video framé comprising ni spatially combined sub-pictures each of
which corresponds tn gnie frama of the, nl down-sampied video sequencss, up-sampling at least part of a first one of
the ni down-sampled video sequences, thereby producing a first up-sampled video sequencs, displaying the first
vp-sampled video sequence on & display during nosmal content viewing, detecing activation of a trick mode Including
one of the foliowing: a fast forward mode; and a rewind mode, and I fesponse to the detecting: up-sampling at least
part of a second ona of the ni down- sampled videe sequances, thereby produting a second up-sampled video
sequence, and displaying the second up-sampled video sequence instead of the first up-sampled video sequence
during at least part of an activation period of the trick mode. Related appavatus and mathods are also disclosed.

Applicaion Number  PublicationNumbor _Patent Number  Expirafion Date

us - Pending 12/087,808 16-Jan-2027
P264 - : NDS Limited
HEADEND MODELING OF DATA

A data modeling method for modeling data for an elecironis program guide (EPG) at a broadcast headend Is described,
The method includes grouping receiver types according to a first set of characterietics associated with a receiver type,
thereby praducing a plurality of groups of receivers, assigning a bit- number to each'group of receivers, providing EPG
data, the EPG date including data for display of an EPG, the EPG data being Included In a data fragment, evalueting the
data fragment and the EPG data included thersin according to at least one characteristic from aseco_ndsetoi

" characteristics, thereby producing a result, adding metadata to the datz fragment, the metadata including a bit field

_ Including the assigned bit number, the bit number being determined in accordance with the result, the metadsta being
Indicative of at least one characteristic from the first set of characteristics with which a dala container and EPG data
ingluded therein are associated, and broadcasting the data fragment In the data container, Related methods and

- Application Number _Publication Number . Patort Number  Expiration Date
- us : .. Pending 11/920,800 - L . D3un2026
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P-265 NDS Limitod
PROGRAM GUIDE OPTIMIZATION SYSTEM

A method and systetn of optimizing strings comprised In program guide data for transmission s described, The method
includes sharing, in the program guide data, a piurality of strings, each sking among the plurally of strings including 8
shared sorling key, mplementing an grder access of a sorted sharing index, wherein the program guide dats and the
shared sorting key are comprised In the same data storage siruchure, Relaled methods and apperatus are also

Application Namber  Publication Number  PatentNumber  Expiration Date

us Ponding ~  11/921,054 , . 03-Jun2028
P-268 ) : . : ' NDS Limited
ROBUST CIPHER DESIGN :

In an iterated block ciphar, a method for round key encryplion and key generation, the method Including providing &

. Tiest function Fi and a second function F), providing a round kéy generation function, the round key generation function

being operative fo utitize, in any given round, exactly one of the first funclion Fi, and the escond function Fj, providing

& yound mixing function, the round mixing function being operative to utllize, In any given round, exactly one of the first
funclion ¥, and the second function Fj, utilizing the round key generation funclion in at least a first round to generate &
second round ke for use in a sevond roumd, and utikzing the round mixing function in at least the first round to mix s

firet round key with & ciphsr.state, wherein one of the following s performed In the first round the round ey generation

+ funclion utflizes the first function Fi to generate the second round key for usé in the second round, substantlally

simultaneously with the round key mixing function utBlzing the second funclion £ to mix the first round key with the -

cipher state, and the round key generation function uillizes the second function Fj io generate the second round key for
use in the second round, substantially simultaneously with the round key mixing function utifizing the first function Fito
méx the first round key with the cipher stafe. Related apparaius and methods are aiso described.

Application Number Publication Number  PatentNumber  Explration Date

us * Pending 121223137 20-Mar-2027
P-269 ' ' . - NDS Limited
PEER-TO-PEER SEY-TOP BOX SYSTE| '

A contert sharing system, for implementation In a requosting poer, fo recelve at least a part of a chunk from a serving
poer, the chunk being part of a content item, the requesting peer being operationally connected to a plurality of peers
including the serving peer via a cammunications network, the content ibem being media content originally broadcast in a
media stream by a Headend to at least some of the pests, the system including a metadata module to recsive chunk
metadata identifying the location of the chunk based on an Identifier in the media stream originally broadcast by the
Headend, a content transfer module to request the at least part of the chunk from the serving peer based on the chunk
metadata, and receive the et least part of the chuak from the ssiving peer. Refated apparatus and methods are also

" Application Number Publication Number - Patent Number  Expiration Date

-Us  Pending 12308431 : 11-Jun-2027
P-270 . T ' NDS Limitad
MOMIE GOPY PROTECTION

A method for frustrafing piracy of a movie, the movie inciuding a plu:altyofﬂhwdfmmas,wohofu_wﬁmdﬁ?mas
including an Image, the method including editing the movie prior to projection such that different regions of the image of
.. .one of the filmed framess are in different frames so that the differenl regions will be projected at diffesent times, and

. fepeating the ediing for other ones of the fivied frames, Related apparatus and methods are also described.

: : Application Number  Publication Number = Patent Number  Expiration Date -
s Pending ' 11/820,800 h o - 12Jul-2026
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- par: : . . NDOSUmited -
TIME INFORMATION MANAGEMENT SYSTEM
A rights validator systam for controlling access fo content, the system Including a query processor to recalve a rights
query and to provide a result o the rights query based on an estimated time, and a me-based query response module
operationally connected to the query processor, the time-based quary response module belng operative to determine
-the estimated time as a function of a most recently updated time, and a pluralty of indications of elzpssd time since
the most recently updated time, the Indications of siapsed time being from & pluraiily of different sources of time
indication. Refaicd apparatus and methods are also included.

Application Number  Pulbfication Number  Patent Number -Expiration Daty
us . Pending 121227,198 . 09-May-2027 , .

P-275 o , : . NDS Limited
SCRAMBLED DIGITAL DATA ITEM

A methad of decrypting 2 scrambled dighal data ftem at a client is disclosed, the method Including: receiving actual
control mmessages at the client, wherein each actual control message inoludes control word genarating information for
generating a control word associated with the actual conirof message; storing the acka| control messages at the cllenly
recedving the scrambied digital data #em at the client independently of the actual control messages, whereln the
sorambled digital data Rem Includes o plurality of segments of scrambled dighal data, each segment of scrambled
digital data being assoclated with one of the actual control messages and being scrambled with the control word
assockted with the: one of the actual contro! messages, and wherein the scrambled digkal data iem further Inciudes a
plurality of reference control messages, each segment of scrambled digital dzta comprising ore of the reference

control messages, each of the reference control messages including & control message reference value identifying the
actval control message associated with the segment of scramblod digital datz; and decrypting the scrambled digial data

Application Number Publication Number Patan_t Number Explraﬁonbatq
us Pending 121224,749 - 2009/0028331 03-May-2027

P-291 . NDS Limited
CONTROLLED METADATA REVELATION
A method of controliing revelafion of one or more metadata items is disclosed. Each of the ona or more metadata fems
is associated with one or mote parts of an audio-visual data stream (101). The methed comprises: for a given one or
more parts (103,705) of the audio-visual data stream (101}, revealing one or more metadata Rems {113,115,117)
associated with the given one or mom parts (103;105) of the audio~visual data stream (101) only after the given one or

more parts (103,105) of the audio-visual data stream (101) have been accessed

< Application Number Publcation Number  Patent Number  Expiration Date
us Pending .  12/309,889 07-Aug-2027

p-293 NOS Limited
DISPLAYING VIDEO - ,
Amethod of displaying video Is disciosed,  The method compsises;  recelving a maln video sequence  receiving an
overiay video seguence, the overlay video sequence comprising first and second sections  displaying the video on 3
disploy by:  rendering the maln video sequsnce;  rendering the first secfion of the overiay video sequence over the
main video sequence such that the video has the appearande of being rendered from & single video sequence;
. switching between the first section of the overlay video sequence and the second section of the overlay video
sequence; and © * rendering lhe second section of the overiay video saquenca over the main video sequence such fhat
the video has the appearance of being rendered froms a single video sequenica. )

 Application Number  Publication Number  Patont Number  Expiration Date

uUs - . Pending ‘ 30-Aug-2027
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' P-296 : . ‘ NDS Limited
IMPROVED KEY PRODUCTION SYSTEM ‘ : .

A key production system to determine & cryplographic key for a selectsd oryploperiod belng later than or equal o &

. Cryptoperiod-A, and earfler than or equal to u different cryploperiod-8, the system Including & first receiver fo receive a
first key-component, assoclated with eryptoperiod-A, forming part of @ first hash-chain progressing via a first one-way
function, progressive key-components comesponding to'later cryptoperiods, a second receiver to receive a second
key-component, associatad with cryptoperiod-B, forming part of a second hash-chain progressing via & second one-way

for the selsctad cryptoperiod, and a key detemination modute o derrmine the sryptographic key based on the
key-components In the first and second hash chaln Tor the selected cryptoperiod. Retated methods and apparatus are

Application Number  ~ Publication Nember  Patent Number  Expiration Date _

us Pending 11/810,023 2008/0085003 04-Jyn-2027
. p.uz : NDS Unmfted
KEY DISTRIBUTION § : '

Application Number  PublioationNumber  Patent Number  Expiration Date

us Py Pending’ 61/088,712 » 10-Mar-2009
P-335 o NDS Limited

- ANTI-ALIASING SYSTEM AND METHOD .

. Appiication Number  Publication Number  PatontNumber  Exgiration Date
us Pt Pending 61/128,632 ‘ o - 22May-2009

P-345 : NDS Limited

AUTOMATIC TV CHANNEL SELECTION ACCORDING TO THE USER VIDEO EQUIPMENTS AND ACCESS RIGHTS

' : Application Number  Publicetion Number  Patent Nuiber  Expiration Date
us Pt Pending B1/080,278 . ’ . ‘ 20-Aug-2008

P38 - * NDS Uimited
METADATA PURGING .

SR " Application Number  * - Publication Number *Patent Number . Expiration Date
US- Pl .. Pending 61204505 - . or-daneo10
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News Datacom Limited A _
P01 News Detacom Limfted
SYSTEM FOR CONTROLLING ACCESS TO BROADCAST TRANSMISSION ' .

A system for confrofling access lo broadcast transmissions including a tranemitter having a lransmission encoder for
scrambling the broadcast, a multiplicly of subscriber receivers, sach having an identical receiving decoder, containing
-fio secret cryptographic keys, for descrambling the broadeast and a plurelity of selectabie ang portable executing
apperatus sach baing operatively assuciatable with & recelving docoder at a pariially differont given time and each
generally identical operations to generste a seed for use by the associated receiving decoder o enable the .

sxgcuting '
feceiving decoder to descramble the broadcast;

Application Number Publication Number  Patent Number Expiration Date

us-. ¢ Cranted 07/993,823 : ‘ 6,282,240 25-Jan-2011
us C2 Granted 08/119,734 5,481,605 Q2-Jan-2013
P-003 ' . " News Datacom Limied

NON PROGRAM APPLIGATIONS FOR SUBSCRIBER TV

A pay telovision gaming system including a pay television network having a mulfiplicity of subscriber units each
including a television, receiving apparatus for receiving gaming Inpuls from the multiphcity of subscriber units,
transmitting apparatus for ransmitting to the muitipiiclty of subscriver units information relating to gaming results and
acvounting apparatus for settiing gaming debis anid winnings via the pay television network. Other services, such as-

' Application Number  Publication Numbor  Patent umber  Expiration Date
Us Granted - 08/080,344 - 5,590,450 23-Jul2013

s  Cf Granted 08/478,054 _ . seezan O7-Jan-2014
P-D04 ' News Datacom Limited
SECURING GOMMUNICATION SYSTEMS -

A hecldng prevention system and method whereln the descrambler receives a data stream Including a series of
authorization packets gnd a series of corrasponding ofiset values. A random number s generated in the descrambler,
Using this random number, a key i calculated, which corresponds to the authorization packet comesponding to the
generated random number, This generated key and the offse{ value, which cotresponds to the generated random:
number, are usad to calculats the descrambling key. .

: . : Appiication Nuniber . Publication Number  Patent Number  Expiration Date
s . Granted 08/309807. ' ' 6,580,200 - 21-Sep-2014
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P-00s . News Datacom Limited
CONDITIONAL ACCESS TV (CATV) SYSTEMS

A CATV system including a GATV network, a multiplicity of subscriber units, apparatus for transmiting over said CATV

network encrypled infonmalion individually addressed fo a suboeniber unit and apparatus assoclated with each of said
maltiplicity of subscriber unils for decoding the encrypted Information addressad thereto,

Application Number Publication Numbev Patont Number  Explration Date

s Granted 08/121,349 ) | B,M4T73 153ep2013.
B o Gronted, 081393443 - s718316  03Feb2015
us Ccz Gronted 08/388,826 ' 8,634,028 09-Nov-2013 '
PO0S - ' NmDataoanUmM
SYSTEMS USING TWO SMARY CARDS :

A CATV systam including a CATV network and apparatus for h'anammmg over!he CATV network information to a
multiplicity of subscriber units, each Including a CATV decoder snd an IC card reader and writar coupled to the CATV
docoder, the IC card reader and writer Ineludes two separate IC card receptacles, such that IC cards inserted into the
two separate IC card receptacies are snpamuly accessed by tha IC card reader and writer.

Appucauou Number  Publication Number  Patent Number  Expiration Dato

us Granted 067375096 - seeeaz 20-4an 2075 -
Us ©1 - Gmnted 081525547 ' - 5,876,134 20-Jan-2016
us D1 Granted 08/780501 5,774,546 20-Jan-2015
POy ' NamDataaomW

" INTEGRATED TELEPHONE AND CABLE COMMUNICATION NETWORKS

An lmegrated telephone am cable network comprising a telephone. network including at least one directing center and
first netwerk cabling connecdiing a directing center to a mukiplicity of subscribers, a cable network Including at least one
headend and second network cabiing cotmecting a headend to the multiplicty of subscribets, a subscriber telaphone
facility including first-subscriber cabling and &t least one telsphone appliance, a subscriber cable faciitly inciuding
second subscriber cabling and at least one cable appliance, and a subscriber interface unkt interfading between the
subsoriber telephone facility and the subscriber cable facility and the first snd second network cabling whereby
conn'nunhaﬂon s enabled betwsen the first subscriver cabling and the second netwwkcabnng arid between the second

: ‘ " Application Number  Publication Number  Patont Number  Expiration Date
US  OP1. - Granted 08/302,607 . , 5,774,527 15-Sep2018.
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P19 . ' News Datacom Limited
CATV TRANSMISSION SYSTEMS

A lelovision recaiver assembly including & multi-channel televisfon signal decoder coupled to a source of incoming
tolevision slynals, a multi-channel television display coupled to the decader for displaying received decoded telovision
signals, a channel changing davice operative o civange the channel decoded by the decoder and displayed by the
display, the channe! changing device beng irioperative to display roceived decoded telsvision signals during a channe!
changlng intervel.-and an Interval message provider operative to display at loast.one predetemnined information

. message during the channel changing Werval,

Application Number - Publication Number ~ Patsnt Number  Expivation Date
us Granted e . 5783845 13-Nov-2015

P-012 ' . . News Datacom Linited
SMART CARD CHAINING IN PAY TELEVISION SYSTEMS

A pay telavision system Including a pay television network and a subscriber unit which recsives pay television
ransmissions viathe pay Isievision nelwork and displays the pay television ransmissiond on televisions coupled
thereto, Thie subscriber unit inchwdes at least two pay television decoders, whenein a first decoder includes a first card
reader and a second decoder includes a second cand teader. The system also Includes a first Smart card which is
opesative, upon Insertion in & first slot fn the first card reader, to activale decoding of the pay television transmissions
in the first decoder and a second smart card which is operative, upon Insertion I a second skt in the second card
reader, 1o activate decoding of the pay television transmissions in the second decoder, The second smart cand
deactivales in accordance with predetenvined criterfa and reactivales upon insertion in the first siot in the first card

.Application Number - Publication Number  Patent Number  Explration Date
" Us Granted 08/875,868 6,405,360 23Jan-2017

P-015 News Datacom Limitad
VOICE ACTIVATED TELEVISION SYSTEM AND PROGRAM GUIDE
A subscriber unit for use with a program guide selection system Is described. The program guide selection system
provides program guide information which is communicated over & communication network and includes operating
characteristics of a commynication system and selection codes which are associated with the opemiting characlerisiics
of the communication system, The subscriber unit includes: a recelver for receiving the program gulde infosmation and
fhe selection codes assoclated with te operating characteristics, & dispiay for displaying the program guids information
and the selection codes fo a subsciiber, a microphone which is employed by the subscriber, when the subscriber
identifies on the display @ selection code which [s assoclated with a requested one of the opersting characteristics,
orally input a volice expression which incitides the selection code, and a speach recegnition unit which is coupled to the
microphong and Is operative to enabls selection of the requested one of the operating characleristics in response to the

’ Application Number Publication Number - PatentNumber Expiration Date |
Us, D1 Granted 09/933,097 ' ) 6,654,721 31-Dec2016

TRADEMARK
REEL: 004506 FRAME: 0371



P19 ' ] . News Datacom Limited
DIGITAL RECORDING PROTECTION SYSTEM

A system for producing an output scrambied dightal datz stream from an input scramblex digital data stream. The lnput
scrambled digital data stream includes a plurakty of control messeges (ECMs), each ECM inchuding coded information
for generating a control word (CW) assoclated with the ECM and belng encoded using an ECM key, The input scrambled

digltal dafa strsam also includes & plurality of segments of scrambled digital date, each segment of scrambled digitat
data being associated with one of the plurality of ECMe and being scrambled using the CW associated wilh the ECM. A
method for producing the output scrambied digital data stream includes replacing each of the pluraiity of ECMs with
comresponding transformed ECM (TECM), each correeponding TECM comprising coded infosmation for generating the
CW associated with the cormesponding ECM and being encoded using a TECM key, thus producing the output scrambled
dighta! data stream, wherein the ECM key s replaced with a new ECM key at an ECM key change time, and the TECM
key s not replaced at the ECM key change time, i

Application Numbor ~ Publication Rumber  Patent Number  Expiretion Dats

us Granted 09/014,791 . 8,178,242 28-Jan2018
P20 . ' ' News Datacom Limited
ENTERTAINMENT SYSTEM ' )

An entertainment system distributes entertalniment to a plurality of entertainment delivery units 100 at lsast one which
includes personalization apperatus 130 adapled to necelve a removable persopalization element 140 including
persenalization informalion to personalize the entertalnment, and the personalizetion information includes at least one of:
entertainment proference information; gaming Information; and telecommunications information. Parent-child
supervision is possible. One unit 100 can Indicate presence of a particular petson at anvther. The system can reogive
the entertainment from a series uf ssfeliites in tum, using respective receptioh parameters, switching over according {o
position or comparison of signal qualRies, Avallzbiity of a future programime may be predicted from a prediclion of
future position. Programme or channel identification codes recelved psamit appropriaie billing in the case of
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